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Mobile Data Travels Fast, Across All 
Mobile Devices and Cloud Services 
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The Risks of Confidential Data Loss 
are Very High… 

Lost Portal Media 

(USB, SD, etc.) 

Stolen Corporate 

Computers 
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Users Mix Personal and Business Email  

Jane,  

Sales Manager 

Unintentionally initiate business emails from the 
personal mail box instead of the business one 
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Bypass enterprise data protection security 
layers with just one “tap” 
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…They May Forward, or Misuse Data 

When Sharing Data with Partners… 
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Securing business information  
in Mobile Environments  
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MIP Solution 

MIP Management MIP Enforcement 

Security Gateway 

Data Center 

MIP Mobile Client 

Unmanaged 

MIP Endpoint Client 

Managed Asset 

Mail Server 

MIP Dashboard 
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FDE 

MEPP 

Check Point 

Mobile Enterprise 

(Mobile Security) 

DLP Unified Central Management 

Smart Event 

Event Analysis tools 
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Mobile Information Protection Solution 

Media Encryption Data Loss Prevention Full Disk Encryption 

Mobile Security 
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Secure business mail, sandbox protection and 
integrated document security reader  

MIP Mobile Client 
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Personal Data & Apps 

Business Data 

Isolate and Encrypt  
Business Data 

Authentication Required  
to Access Data  

Prevent Usage on  
Modified Devices 

Data Expiration and  
Remote Wipe 

Control Business Data 
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Is this BYOD ? 

Overkill to Secure ENTIRE Device 

 DEVICE Passlock  

 DEVICE Encryption 

 DEVICE Remote Wipe 

 App BLACKLISTING 

(Block Siri, iCloud,  

Dropbox, evernote…) 

 Integrating with Mobile Device Management (MDM) 
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How it works 
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How it works 
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1. Download  

Mobile Enterprise  
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Mobile Enterprise  

2. Distribute configuration + certificate 
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How it works 
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1. Download  

Mobile Enterprise  

2. Distribute configuration + certificate 3. Connect to site 
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Secure Corporate Mail 

Protect access to 
the application by 

a pin code 

Pin Code 

Secure access  
to Web portal, 

Email and 
Calendar items 

Secure 

Access 

Native and  
easy to use 
 mail client   

Mail Sandbox 

All attached 
documents are 
opened in the 

secure sandbox  
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Secure Mail Architecture 

MIP Security Gateway 

Exchange Server 

2007 SP2 

EWS 

(Exchange 

Web Services) 

 Two-factor authentication (usr/pass and certificates) 

 Robust performance 

 Online and Offline modes 

 iOS support Q1/13 , Android Q2/13 
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Secure Mail Architecture 

[Restricted] ONLY for designated groups and individuals 

Application passcode 

settings and jail-broken 

identification actions 

Exchange services 

defined 

Customize mail viewer 

Enable off-line access 

 Mobile client policy enforcement 
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Secure  
Access from  
Smartphones 

Secure  
Access from  
PC & Mac 

Check Point Mobile Access Gateway 

Secure 

Mail 

VPN App 

Web Portal 

for Business 

Applications 

VPN Client 
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Secure Data on Computer & External Media, protect from 
Malware, Phishing & Network Threats 

MIP Endpoint Client 
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Full Disk Encryption 

 Industry leading solution – Over 10 years 

Leader in Gartner Magic Quadrant 

 Provides a strong sector encryption 

combined with pre-boot authentication to 

ensure a complete data security 

 Flexible pre-boot authentication including 

strong authentication with more than 90 

different smartcard models supported 

 Full Range of Recovery Options 

– Remote Help 

– Data Recovery 

– Dynamic Mount Utility 

 Best Visibility with SmartEndpoint, 

SmartLog and SmartEvent 
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Media Encryption 

Personal Data 
 Data is not encrypted 

 Access to any user/device 

Business Data 
 Data is encrypted 

 Transparent access only to 

approved users and devices  

Separate and Protect Business Data  

from Personal Data on Storage Devices 
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Engage and Educate Users 

Media  

Encryption 

Check Point 

MIP Client 

    

User Check 

******** 
******** 
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Comprehensive Security  
on the Endpoint 

Protect against drive-by-downloads, 

phishing sites and zero-day attacks 

Stop unwanted traffic, prevent malware 

and block targeted attacks 

Automatically and transparently secure 

all information on endpoint hard drives 

Protects your endpoint from unsecure, 

malicious and unwanted applications 

Provide secure, seamless access to 

corporate networks remotely 

Centrally enforceable encryption of 

removable media and port control 
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The ONLY unified  

Client for PC For Mac As Well ! 
And Now -- 
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A Unified, Simple to Understand  

Endpoint Security Policy 
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Visibility to Organizational Security 
Events Across Network & Endpoint  

John Stevens 
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5 

Security Forensics & Analysis  

with Endpoint Security SmartEvent 
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Security Appliance 

Prevent Data Loss in Motion 

    Check Point 
Mobile 

DLP 

Prevent Loss of  
Unprotected Corporate 

Information 

Mobile Access 

Blade 
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Prevent Data Loss in Motion 
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Mobile Data Travels Fast, Across All 
Mobile Devices and Cloud Services 
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Mobile Information Protection Solution 

Media Encryption Data Loss Prevention Full Disk Encryption 

Mobile Security 
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