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Mobile Data Travels Fast, Across All
Mobile Devices and Cloud Services

Storage
Devices

Data
Repositories

Smartphones

Managed
Endpoints

£:aOffice 365

Data Collaboration

Unmanaged & cloud email

endpoints

Business Partners
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The Risks of Confidential Data Loss

(-1 Check Point
are Very High...

e SOFTWARE TECHNOLOGIES LTD.

Lost Portal Media
(USB, SD, etc.)

Stolen Corporate
Computers

Ler
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Users Mix Personal and Business Email

Unintentionally initiate business emails from the
personal mail box instead of the business one

4:20 PM 3 62% =™

New Message

To: Jane Smith

Cc/Bcec, Fromj Adam@gmail.com

Subject: Special Discoun t Required

a|wle|r|T|v|u|i]o]P
Als|p|FlG|H|J]K|L
_hz|xc|v[s|n|miL
123 @ return

Sales Manager

i
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Bypass enterprise data protection security
layers with just one “tap”

Wlndows Live GM o ||

Hotmail

msn¥! Yyazsoo! .
(&

H iPhoneBrowser (v1.8.1.0) MW} From:  John Smith >

Functions ~ Edit » View - Goto Location » Favorites » inald W’
Folders on your iPhone Files on your iPhone in the ” \\
] I3 ans

23 Keychains [ Filename
# [24 Managed Preference:

# [ MobileDevice @12367282“‘"10\’
3 backups @ 1236780402 mov

# [ cache

S & (@ 1236803558 mov
3 empty
23 folders /2 B

) Lmj ::t:cal M x : Everni \L@

4 bl M|

4 lock |

®- 4 log - . ™. Dropbox

oo e —

(= [24 mobile ( = X
#-123 Applications

=
#-[24 Library E m

I
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When Sharing Data with Partners...

...They May Forward, or Misuse Data

i
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Securing business information
iIn Mobile Environments

[
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MIP Solution

Check Point
Mobile Enterprise!
(Mobile Security)

———

- -o

-

___________________________________________________________________________________________

MIP Endpoint Client

MIP Mobile Client Managed Asset

Unmanaged

e e e e e e e e e e e e e e E e e Em R e Em m e e mm e B m e Em e E e M m M e M m M e Ee e M m e e e e M m e e e e R e e e E e e e e e e e e e e

DLP Unified Central Management
Smart Event

MIP Enforcement
Security Gateway

.....................................................................................................................................................

Data Center

Event Analysis tools
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£%®  SOFTWARE TECHNOLOGIES LTD.

Mobile Information Protection Solution

m

Yy,

*

Mobile Security

4010

Data Loss Prevention Media Encryption Full Disk Encryption

B ur e —
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MIP Mobile Client

Secure business mail, sandbox protection and
Integrated document security reader
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Control Business Data

Isolate and Encrypt

L J Business Data

Prevent Usage on
Modified Devices

Business Data

Authentication Required

to Access Data

Data Expiration and

EG

Remote Wipe
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Is this BYOD ?

"= DEVICE Passlock

= DEVICE Encryption
= DEVICE Remote Wipe

= App BLACKLISTING
(Block Siri, iCloud,
Dropbox, evernote...)

= |ntegrating with Mobile Device Management (MDM)

Overkill to Secure ENTIRE Device

o
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How It works

lLur
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How It works

1. Download
Mobile Enterprise

1
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How it works L Gheek Foint

SOFTWARE TECHNOLOGIES LTD.

1. Download 2. Distribute configuration + certificate
Mobile Enterprise

Client Certificates

| Tipe fo Search Jiems O\| [} New.. “Edit.. 3 Revoke

I | . | |
e Certificate Creation and Distribution

= Certificate Distribution

£0;

Select the digtribution method for the certficates enroliment keys

Choose how to distribute the cerificate enroliment keys to users:

¥ Send emails containing the enroliment keys using the selected email template

Template: I‘h Mobile VPN iOS with QR Code ;I

Ste w2200 | Ed.
Emall Tem‘ Mail Server: I LI Edft...
Tipe fo Search

¥ Generate a file that contains al of the snrolment keys:

MName

_ Directory: I Browse...
52 Mobile VPN 05

S5 Mabile Enterpris
S Moble Enterprie Usermust enroll wihin [125] days ey expires at 24/2/2013 18:24)

Comment: I

<ok | [ Nets | cancel

[L{J .
EL softwareblades”  [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 15



How It works

1. Download
Mobile Enterprise

2. Distribute configuration + certificate

Client Certificates

| Tipe fo Search Jiems Q| [} New.. “Edit.. 3 Revoke
= T T . T
= Certificate Distribution
@ Select the digtribution method for the certficates enroliment keys
UserCheck Interaction ? g
Mail Template
Name: CP Mobile - London GW Color: |l Black -
Comment:
Ema
English | Dutch Languages >
Tipe fo|
e |B 7 U |m|@IEE=E= 4] || nsertField + Insert QR Cose |
MName
52 Mok
S Mol -
% Mo Hello User Name |

To access your mail and web applications from your iPhone or iPad, install 'Maobile' from the App
Store by scanr]i_ng this code’

To connect to the London office, scan this code:

]
|

Check Point

SOFTWARE TECHNOLOGIES LTD.

I
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SOFTWARE TECHNOLOGIES LTD.

How It works

1. Download 2. Distribute configuration + certificate 3. Connect to site
Mobile Enterprise

Client Certificates

| Tipe fo Search Jiems Q| [} New.. “Edit.. 3 Revoke

o I [ 2 I I

Certificate Creation and Distribution

= Certificate Distribution
@ Select the digtribution method for the certficates enroliment keys

UserCheck Interaction ? 8

User testuser

Password |

Mail Template

Name: CP Mobile - London GW Color: | Black

Connect

Comment:

English | Dutch Languages >

|B i 0 |‘h|@|§ : || Insert Field ~ In:er.QRCcde| amEmuuau
Koo AlsoFlelnjyfK|L

S Mol -

% 1o Hello User Name | <& Euauamm a

To access your mail and web applications from your iPhone or iPad, install 'Maobile' from the App
Store by scanning this code’ 2123 Go

Ema

| Tipe fo|

0]
]
]
[~
i

To connect to the London office, scan this code: -

I
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Secure Corporate Mail

Secure
AcCcCess

Pin Code

iPod 2

14:13

Check Point
E mobile

Cancel

4F Connected | & orif | 8 m2.checkpoint.com :

Mail

will Cellcom 11:17

[5 Check Point Mobile

Fred Bloggs
@ Financial Report >

%
2

Fred Bloggs
Financial Report >

Fred Bloggs
@ Financial Report >

®
:

Fred Bloggs
Financial Report >

®

Fred Bloggs
Financial Report

C Updated 09/08/11 11:17

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Sandbox

Ll ATET = 3:15 PM a1
Inbox (3) 1 of 295 v
From: Fred Bloggs I Details

RE: Financial Report
Jan 9, 2013 3:08 PM Mark

Hi Davidson.
Please review the Q1 2013 financial report.

Thanks

Fred Bloggs

Secure access
to Web portal,
Email and
Calendar items

Native and
easy to use
mail client

—

All attached
documents are
opened in the
secure sandbox

—

I
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Secure Mail Architecture

EWS
(Exchange

Exchange Server
2007 SP2

MIP Security Gateway

= Two-factor authentication (usr/pass and certificates)
= Robust performance

= Online and Offline modes

= |OS support Q1/13 , Android Q2/13

Ler
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Secure Mail Architecture (-} Check Point

SOFTWARE TECHNOLOGIES LTD.

= Mobile client policy enforcement

= - = R4 O Install Policy 5, SmartConsole -

Check Point

: SmartDashboard'
’ $ & Application & pbm, Data Loss Anti-Bot & ; Anti-5 Mabil ‘e
=n Firewall v; LIE!E ll:clﬁ:elﬁgq ) F'raefenﬁ:licnn F’ IPS f?‘ _&.gtL"u"ic;us ':i .E'.:,1 I".-I1a-1ilpaﬂ-I ﬁc%e; se * IPSec VPN 0 QoS5 I!——;‘ Dresktop
Navigation '3 .
w'”gtemew ¢ Default Profile @
L[] Policy . . ™\
mu Gateways Check Point Mobile for ones E—
@ Applications Activate Passcode lock: 1 1
& Abertiton | = Application passcode
i . Passcode profile: @ Mormal Edit... - . =
@& Client Certficates .
Q Portal Settings [ Allow storing user credentials on the device for single sian-on > Settl n g S an d Jal I b ro ke n
IPS 1 ifi 1 1
T — Resor oken devces identification actions
= Q Mobile Settings e Block access from jail-broken devices
b = N Y,
Access ngs / \
E"' % a & 8 v Show the following items:
Network Objects = ] -
+ B Check Paint Vi 5 Exchange services
= Calendar .
> B Nodes defined
b | @ Networks Cortacts
[ r@ Groups
» | @ Address Ranges [~ TMobile Secure Mall N /
b r‘¢° Eysamicbsct: Allow meeting reminders using phone notifications. Show the following fields ~ N\
Subject Start and end time Location . . .
> Customize mail viewer
Allow copy paste of mail content
Allow opening mail attachments using extemal applications \ /
4 N\
Offline —
Alow offline cortent Mail, Calendar, Contacts - > E n a.b I e Off'l | ne acceSS
\, v

. Objects List | Identity Awareness | smartWorkflow

I
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Check Point M-l Access Gateway

Secure

Access from Web Portal
PC & Mac for Rieiness
VPN Client

Secure ‘ —

AACCESS rorn[ Secure
Smartp ‘

1l

N,
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e SOFTWARE TECHNOLOGIES LTD.

MIP Endpoint Client

Secure Data on Computer & External Media, protect from
Malware, Phishing & Network Threats
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Full Disk Encryption

= |ndustry leading solution — Over 10 years
Leader in Gartner Magic Quadrant

= Provides a strong sector encryption
combined with pre-boot authentication to CheckPoint
ensure a complete data security Endpoint Secufity

Encryption User Account Identficatior

= Flexible pre-boot authentication including
strong authentication with more than 90
different smartcard models supported

= Full Range of Recovery Options
— Remote Help
— Data Recovery
— Dynamic Mount Utility

= Best Visibility with SmartEndpoint,
SmartLog and SmartEvent

I
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Media Encryption

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Separate and Protect Business Data
from Personal Data on Storage Devices

/

o

S
@ K

My Music My Pictures

/

-

.

Customers,

\

Plans

pdf 2012 wlsx

/

Personal Data

v’ Data is not encrypted
v' Access to any user/device

Business Data
v’ Data is encrypted

v' Transparent access only to
approved users and devices

’ ] <
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Engage and Educate Users

Media
Encryption

- (o

User Check

Data Must be Encrypted /SRSl 50/l

e SOFTWARE TECHNOLOGIES LTD

= The company's security policy requires you to encrypt
B e corporate data.

This protects sensitive data from unauthorized disclosure.

You will be able to access your data as follows:
e K: Personal (clear) storage.

o3 L Corporate (encrypted) storage.

Password: *kkkkkkk

Confirm password: *khkkkkhkk

Check Point
MIP Client

Encrypt & Copy | Don't Copy

Check Point

v
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Comprehensive Security

on the Endpoint

(] Check Point

“% SOFTWARE TECHNOLOGIES LTD.

' Automatically and transparently secure
— allinformation on endpoint hard drives

'ﬁ Centrally enforceable encryption of
removable media and port control

G* Provide secure, seamless access to

corporate networks remotely

[lenairg

X Protects your endpoint from unsecure,
-~ ‘malicious and unwanted applications

‘@ Protect against drive-by-downloads,
phishing sites and zero-day attacks

Stop unwanted traffic, prevent malware
and block targeted attacks

)
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SOFTWARE TECHNOLOGIES LTD.

The ONLY unified And Now --
Client for PC For Mac As Well !

& cn e 0o Check Point Endpoint Security

@ Endpoint Security- o

Nevigation @ You are protected according to the organizational security policy.
Navic

T Overview
Over

Tool Tools

VPN Blade

Connecting to il-cp.checkpoint.com ﬁ Connecting

Scan Disconnect from VPN Firewall Blade On

Firewall policy enforced

dz Advance

J & ©

Compliance Blade — A
Computer is compliant with the security policy Compliant

Full Disk Encryption Blade =
1 device encrypted. Encrypted

Gene General Info
Conn Connected to: 194.29.34.131
VErs version: 8.11.0.112

[Lﬂ .
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A Unified, Simple to Understand
Endpoint Security Policy

E Full Disk Encryption

EE Entire Organization By Encrypt all local hard-disks

Do not authenticate user before OS5 loads (Pre-boot)

=

&’ Media Encryption & Port Protection
EE Entire Organization @ Allow reading any data from storage devices
‘Fﬂ Encrypt business-related data written to storage devices
# Anti-Malware
EE Entire Organization £ Scan all files upon access
E& Check for malware signature updates every 4 hours
H-_él Firewall
E[E Entire Organization 31 Allow inbound traffic from trusted zones and connectivity services

48 Allow any outbound traffic

|y o
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Visibility to Organizational Security

) (] Check Point
Events Across Network & Endpoint

SOFTWARE TECHNOLOGIES LTD.

File View Favontes Tools Help

e

2 John Stevens
Showing first 50 results (560 ms), searched in 510,105,940 logs

User Name Blade Action Description

John Stevens 8§ Application Control @) Allow Allow application facebook

John Stevens 5 DLP G2 Ask User Mail Sent

John Stevens @ Anti Malware %, Control Anti Malware signatures updated

John Stevens ¢ Media Encryption @ Allow Copied AOP2012.docx to encrypted media

A
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Security Forensics & Analysis
with Endpoint Security SmartEvent

& Overvew | [PD Events | € Tmeines | o2 Chats | @) Maps | & Reponts | ) Policy

) Last 7Days -

Resolution: 1 Day * Manage ~ M Critical M High = Medium B Low M Informational / Very Low

Endpoint Compliance Check / Chanages in compliance @ @ @ @_
Endpoint Anti Malware / Infections by treatment
' ———————f ‘——.—.—.—.—.—.—t 2] 0 4] 5] () @ @

File Window
‘ 28 €C® 88 Ungoup Bl GroupBy

Y Count| TUser | ¥ Malware treatment result ¥ Severity

@ @ 1 \15' b3l

=5 John 3 Malware Treatment Results | | | | | | |
T i @D Hoh Jul 08 Jul 09 Jul 10 Jul 11 Jul 12 Jul13 Jul 14
John Quarantine @EP Hgh
John Quarantine @EED Crical
John Deleted @EP Hgh
John Deleted @EP Hgh
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Prevent Data Loss in Motion

Check Point’

EOFTWARE TECHROLOGIES LTI,

Data Loss Prevention Alert

An email that you have just sent has been
quarantined.

Reason: Attached document contains
confidential internal data

The message is being held until further action.

Check Point
Mobile

Mobile Access

N
Remote Access VPN "““ N

Prevent Loss of Dy g N——
Unprotected Corporate

Information

I
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Prevent Data Loss in Motion

File Edit Manage Rules SmartWorkflow  Search  Window Help

Policy
R YT YR & [ E o |l e ) 8l

B Firewall | 755 NAT | g} s | 25 Application & URL Fitering | 31 Anti-Spam &Mail | X Mobile Access | [} Anti-virus ~; Data Loss Prevention | ) psec ven | [} Qos | 2 Desktop |

View

Check Point

><|

a My Organization
Gateways
Additional Settings

Data Loss Prevention (DLP) Policy
& o g [ Gl B

Source

Destination

Exceptions

Action

Install On

Category

Comment

= 8% Best Practice (6)

w4 Database File a My Organization | [%| Outside My Org MNone @ Detect 2 Log il | (&l DLP Blades BY Best Practice | Matches databasefiletypes.
oA Large File a My Organization @ Free Email Dom... | None @ Detect 2 Log il | (&l DLP Blades BF BestPractice | Matches emails that cantain large files andthat are sent to
a list of private email domains; such emails are considered
a common source of data loss.
o External Recipient in BCC a My Organization | (% Outside My Org MNone @ Detect @ Log | 4l DLF Blades B Best Practice Matches emails with an external address in BCC, when the
To and CC addresses are internal only.
o4 External Recipientand ... a My Organization | [% Outside My Org MNone EEJ Detect 3 Log il DLF Blades BY BestPractice | Matches emails that appear to be addressed to an external
recipient by mistake.
w4 Inappropriate Language a My Organization | [%| Outside My Org MNone 1 Inform User 2 Log il | (&l DLP Blades BF BestPractice | Matches data containinginappropriate words and phrases.
o4 Password Protected File a My Organization | [%| Outside My Org MNone D Ask User 2 Log il | (&l DLP Blades BF Best Practice | Matchespassword protectedfiles.
E & Business Information (3)
* s Customer Mames a My Organization | (% Outside My Org None @ Detect @ Log [#] DLP Blades B Business Inf... | Matches data containing names of your customers.
Replace the placeholder dictionary with your own list.
o4 Salesforce Reports a My Organization | [% Outside My Org MNone 2 Ask User 2 Log [#] DLP Blades B9 Business Inf... | Matches reports generated by salesforce.com online
Software as a Service.
¥ | ga Employee Names a My Organization | % Outside My Org MNone @ Detect 2 Log DLP Blades B Business Inf... | Matches data containing names of your employees.
Replace the placehalder dictionary with your own list.
= 88 compliance (2)
&4 PCI - Cardholder Data a My Organization | (% Outside My Org MNone ' Prevent @ Log | DLF Blades B Compliance Matches data related to the Payment Card Industry (PCI)
&4 PCI - Credit Card Numb... Data Security Standard (D55).
o4 HIPAA -Protected Heal. .. a My Organization | [%| Outside My Org MNone @ Detect 2 Log il | (&l DLP Blades A5 Compliance Matches data protected by HIPAA.
= B Financial (1)
@ Confidential Finandial R.... a My Organization | [%| Outside My Org None @ Detect @ Log | il | [ DLP Blades B Financial Matches documents containing confidential financial
reports.
= Intellectual Property (1)
Source Code a My Organization | (% Outside My Org MNone EEJ Detect 2 Log il | (&l DLP Blades Intellectual ... | Matches data containing Intellectual Property: source
CAD-CAM Designs code, CAD-CAM designs or graphic design files.
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Mobile Data Travels Fast, Across All
Mobile Devices and Cloud Services

Storage
Devices

Data
Repositories

Smartphones

Managed
Endpoints

£:aOffice 365

Data Collaboration

Unmanaged & cloud email

endpoints

Business Partners

v
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Mobile Information Protection Solution

m

Yy,

*

Mobile Security

4010

Data Loss Prevention Media Encryption Full Disk Encryption

B ur e —
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