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Tufin Security Suite

nastroje pro audit, archivaci a podporu spravy bezpecnostnich politik
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* kdo je Tufin?

predstaveni

tufin

Making Security Manageable

 proC jsme vybrali prave Tufin?

e kam vyrostli?
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vyzvy bezpecnosti IT

HIGH SECURITY

» komplexita prostiedi "

- orientace, chaos, nachylnost k chybam, nestabilita

e shoda se standardy [~

- korporatnimi politikami, normami (SOX, PCI)

* procesy Q

- Zivotni cyklus bezpecnosti, metodiky (firemni, ITIL), auditni procesy
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Tufin Security Suite

tufin

Making Security Manageable

e SecureTrack

- vstup dat, analyza, compliance

e SecureChange

- zménove rizeni, workflow

e SecureApp

- tvorba fw politiky ,done right*
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e vstup dat

 analyzy

Making Se

Groups

4 () All Devices
4 & Check Point
© CheckPoint-perimeter
M Cisco
(&) asa-paris
© cisco-1051
© cisco-1052
3 Fortinet
(&) fortigate-Dallas
Juniper
(£) 156-Bordeaud
(£) 156-Bordeaw
(E) SRX- Bordeaux
© 55G-Nantes

Curity Manageabe

BnQ[®

* reporty

% | securechonee @

admin

Show: | Risks of devices by severity ~ +
40
24
16
8
0

CheckPoint-  Cisco-10S2 Cisco-I0S1 $SG-Nantes SRX- Bordeaux fortigate-  15G-Bordeaw ISG-Bordeawd  asa-paris
perimeter "

Show: | Last 20 - A\ Last 20 revisions out of 96
Device # DateandTime  Admin Action Policy InstalledOn  TicketD  Authorized
156-Bordeaud 15 04/06/20121159 - a Authorized -
15G-Bordeawd 14 04/06/201211:32 - O Authorized
SRX- Bordeaux 13 04/06/201211:09 - @ Authorized
CheckPoint-perimeter 22 30/05/201211:12 aa ﬁ Standard 6,5 # Unauthorized
CheckPoint-perimeter 21 30/05/20121052 a2 B Standard 4 Authorized
CheckPoint-perimeter 20 30/05/201210:46 aa ﬁ Standard Authorized
CheckPoint-perimeter 19 30/05/20121037 a2 B Standard 3 Unauthorized
CheckPoint-perimeter 18 21/05/201214:20 aa E Standard 2 # Authorized -

Show: | Cleanups by type -

110
88 106
66
45
44
2 12
3
o P—
Disabled rules Empty Groups Unattached Objects

Fully shadowed and redundant
Rules

9 Mon, 4 Jun 2012 14: s'
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SecureTrack

e vstup dat

e analyzy

* reporty

|Administrator _[Installed on
30 May 2012 11:12:33
30 May 2012 10:52:

20 = Wwed, 30 May 2012 10:46:21 2a -

EFilter

GUI client

Amir-Laptop

Amir-Laptop

Amir-Laptop

|Audit log |Policy package |Global policy |Ticket ID

4987 Standard

4984 Standard

4981 Standard - -

B view Policy‘ [EE compare ‘ [=] Generate Report

Rules | Objects | Global Properties

Security | Address Translation

Standard

Legend: || Deleted

Standard

| Inserted || Modified

Modified rule fields

[CheckPoint-perimeter - Revision 21 - aa - Wed, 30 May 2012 10:52:56

[CheckPoint-perimeter - Revision 22 - aa - Wed, 30 May 2012 11:12:33

SOURCE DESTINATION VPN SERVICE ACTION TRACK 'NSOT,““”“ SOURCE DESTINATION VPN SERVICE ACTION TRACK 'NSJ,:""' TIME CoM|
Customer access in Customer access in
o, [ billManager o - . o, [ billManager o - -
1 customeriNet | = * Any * Any 1 customeriNet | = * Any * Any
O financePortal [Any| accept | None Any 0 financePortal Any| accept | None Any
et O h_tos * n B n et O h_tos * n S any| *
customer1Net = * Am * Am customer1Net = * Am * Am
2 4t Oh_177 |any| Y | accept | None Y any 2 i Oh_177 |Any| V| accept |None Y any
stomeriNet
4L customeriNet " ® |- REEEnEEE " ® |- "
ftpServer TCE ity An customer2Net ftpServer TEE ity An
2 AL customer2Net Ofe lany| == " | accept [none [ * A™|any & i O lany| == " | accept |none | * A™| Any
44 customer3Net
2
* 1] - *
4 customer3Net O Lotussrvr Ic8 htty * An
Al - = any| = "P | accept [None Y any
[OMZ outbound ~! [oMZ sutbound
Local network outbound 3| [Cocal network outbound
[ gateway_external - [ gateway_external -
* Any = * | yoany @ x Any| * * Any = * | yoany @ * Any| *
L5 cpmodule |Any| accept | None Any L5 cpmodule |Any| accept | None Any
[ gateway_external [ gateway_external
= & * 1] - * = & * 1] - *
* An * An: * An * Am * An * An
3 cpmodule v lany| ¥ |accept None Y| any 3 cpmodule v lany| ¥ |accept None Y| Any
Al P! Al CP!
* * * *
% Am * An * An: * An: * An % Am * An: * An:
Y v |any| ¥ |drop  |Log Y| any i v any| Y |drop  |Log Y| any
« i y < il v
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e vstup dat

 analyzy

Ganarsl Raperts  Eusrass Curarship  Publshed Repcrts

[Resukts Complete

* repor

Bacoln - C "

e Report - '

e Report 17/02/2008'

Generated on 10 Nov 2007, 21:00:55 by John Denver
Report Time: Sun, 17 Feb 2008, 13:13

Compliance Summary

Server Not
SeortsGoodsCra x
Citycabs v
SwencEngioss x
Total 1 2

Risk Management Report - 'Risk Management 10/01/2010"

Generated on Sun, 10 Jan 2010, 18:11:13 by Jack Walters
Report Time: Sun, 10 Jan 2010, 18:38

Roport Summary:
Overall current security score: 68/100

" Security Trend

o, - - - - -~ - - -
3 4dan S 6 Toan Gdan San i Ll

that oraph

Risk Distribution

|

100
100

Crtical risks | Wighreks | Medwm risks | Low nisks
2 I o o
fE) e ] —
fr e ) J—

1 JE— 1 —
) — 3 o
o - o o
o o o o

Tufin Device Audit - ‘Tufin Device Audit 11/07/2011"

Generated on Thu, 14 Jul 2011, 11:00:27 by admin
Raport Time: Tho, 14 Jul 2011, 11:00

+ Cisco Router - Cisco Router 2601

222285540 pocy package: standord

Revision:

Aaen [owe Time o0 Cavice  Time on
4 Automatic wad, 08 1 2011 13149109 wed, 68 M 2011 13149107

15 TIOLS | Recure Temecut for Login Sassns o TTY L
16 TIOLS Reure Temeout for Login Unes.
1710 roid Aumibary Port

10 TI0L0 Reure 53 Access Contol

19 TIOLY Requre VTV ACL

avice Adminatrator Inealed On GUI Chant Audt Log Py Package Giebal Pokcy Tiket 10
B N : Sandard

EEEEERERRRRREREERREREREE
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SecureChange

* podpora standardu

* Zzmenove rizeni e vase workflow

e gutomatizace
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* 7ZMEnove rizeni

e gutomatizace

SecureChange

e podpora standardu

e vaSe workflow

tufln SecureChange Tacks | MyRequests Repots Worlflows ~ Dashboard

(@) MY TICKETS

2

1

Step name: Security Review and approval

Required Access (i

Risk Analysis Import

Target

RSK SMC_192.168.3.15/Samplel

Source

192.168.5.57
192.168.5.56

Design comment (i

B s @ » Subject Step Durstion Assigned to Requestor
NA T o6 Need access to TSS Technical Design 1Day Maya Al
wa O s Need access to Lotus Notes  Technical Desige 10 Meys A
A £ netaccess  Generic Request Approval 1 Day Maya Robert
S Implementatior Meys
A o Technical Design 1 Day Maya Maya
A . A
#6 | NEED ACCESS TO TSS Request is r
L v2
Step name: Technical \ Handler: Mar
Required Access (i
Risk Analysis Designer Import
Terget Source Destinstion Service
o AN 1921681115 2 1010010153 B hps
+ b = *
RSK
apv
VER
[ ARL )

Workflow

Sample Access Request

Action

Accept

Comment
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SecureChange

* 7ZMEnove rizeni

e gutomatizace

Verification

¥] SMC_192.168.3.15,

Designer

e podpora standardu

e vaSe workflow

o The following changes are recomended for your access requests:

4 SMC_192.168.3.15/Samplel -

m = -

® Add new network object Host_192.168.5.56: 192.168.5.56 -
® Rule.2: Add source Host_192.168.5.56, Host_192.168.5.57

Installed on modules: cpmodule -

Revision number: 22 Date: 2012-07-02 Time:15:05:15 Administrator: Maya_3_11

Status: Verified

Implementing rules

NO. NAME SOURCE DESTINATION

Host_1.1.1.1

O Host_1.1.1.4
L Host_192.168.5.56
L Host_192.168.5.57

Q Host_192.168.3.100
Any)|

SERVICE ACTION TRACK ON

INSTALL

TIME COMMENT

No violating rules
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msl@actinet.cz




' actinet

e katalog aplikaci

. e workflow vazby
e komunikacni

mapy

Application Security
Owners Team

........... - B A -
ORACLE

pozadavky
komunikace

\ /

[—
[—

Juniper

[
paloalto

Ajnijod m4

®
O
©
—
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e katalog aplikaci

e komunikacni

mapy

tu'ln SecureChange

SecureApp

SecureApp

e workflow vazby

APPLICATIONS + TRADING PORTAL

Connection

Connection3

Web to App

Connection 2

Connection 2

User access °
User access

User access

User access

Connection 1

tufin  securechange | securenpp

APPLICATIONS + ERP

@  New Connection

Name Source. Senvice

Modified by

Alice
Alice
Alice
Alice

Alice

Connection Preview:

Destination

Connection1

@
. is

‘Add Users or Servers. Add Services

© Add resources, then Save and Create ticket

Date Modified

Wed, 5 Sep 2012
Wed, 5 Sep 2012
Wed, 5 Sep 2012
Wed, 5 Sep 2012
Wed, 5 Sep 2012

7] Createa Ticket.

Status.

Connectivity

Web servers

» Services
» Users

» Applications
4 ERP Servers
=

Changes
New connection
Connection changed: Application server server a
Connection changed: Web servers server group a
New connection

Connection changed: Web servers server group a

Resources

nection changed: Web server 2 server added
ned ticket: #35 Trading Portal #1

nection changed

connection
*Type: | Host -
*Name: | gRp Application Server -

*IP: 1921655.23 +

Comment: | Oracle ERP, App Server 1f

Save Cancel
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e katalog aplikaci
e workflow vazby

fu

Making Se

e komunikacni
mapy

fin

curity Manageabje

APPLICATIONS + ERP
s
@  New Connection ‘ m} H Revert a onnection: [ 577 CreateaTicket—. |
Name Source Service Destination Comment Status. |
ouree oemice Destination: emment olets
Add user Reuven is administrator
>
4 @ 1 Pending tickets G 2 Last 012 | &
Web server to app Secure connection needed
eI
> -
& @ 1 Pending tickets 2| &
—
cpmoduled] * Administrator: -
cpmodulel

Fortigate Cluster
Nete o This query uses Topology Intelligence to show all of the possible paths

T
727014

Al queries use the lstest Topology information, even for historical queri

© The resuk contains one or more Fully Shadowed' rules

Trust -> Untrust

s

L

NN

\n
S
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Application

Connectivity & ® S ecu r eAp p

Delivery

Risk & Compliance Analyzer

<~—— e SecureChange

“ V"V\”/orkﬂow Engine

NetworkTopoIogy & Security Policy Analyzer < ©® S e Cu reTr a Cl<

Real-time Policy Retrieval, Tracking & Alerting

& Check Point JuniPer. { palo

{ @ | McAfee
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dékuji za pozornost
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