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Threat Prevention 
from (Unified) Threat Management  
to Prevention 
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The Cyber War Rages On… 

700% 
Malware growth 

between 2007-2012 

82% 
of organizations 

experienced a bot attack 

59% 
of organizations believe they 

experienced a targeted APT attack 

1 AV-Test March 2012 Malware stats 
2 Ponemon 2nd annual cost of cybercrime study August 2011 
3 Verizon 2012 Data Breach Investigations Report 
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Check Point Multi Layered  
Threat Prevention 
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Multi Layered Threat Prevention - 
Firewall 

Contain infections in network segments 

Protect against 

unauthorized access 
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Multi Layered Threat Prevention – 
IPS 

Protect against exploit of vulnerabilities in: 
 Word, Excel, PDF, Browsers, Operating Systems... 

Stop attacks 

exploiting 

vulnerabilities 
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Multi Layered Threat Prevention –  
Antivirus 

Block Malware file download and  
access to malware containing sites  

Block Malware 

Download 
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Prevent 

Access to 

Malicious Sites 

Stop Incoming 

Malware 

Attacks 

Unified View 

Antivirus Software Blade 

Extended Protection Using ThreatCloud™ 

Over 300,000 
Malicious Sites 

Protect with 300x 
More Signatures 
with ThreatCloud 

See the Big 
Malware Picture 
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Stop Incoming Malicious Files 

Unique file 

identifier 

File is 

malicious 

ThreatCloud™ 

300x More Signatures than Previous Versions 

50,000 New Malware 

Signatures Added 

to ThreatCloud™ 

Every Day 
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Avoid Infections from the Web 

Site 

Address 
Malware 

containing site 

Prevent Access to Malware-Infested Websites 

91% of attacks 

come from 

malicious URLs, 

making them the #1 

internet threat* 

* Kapersky Monthly Malware Statistics February 2012 

ThreatCloud™ 
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Unified View of Anti-Malware 

See the BIG Malware Picture  
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Multi Layered Threat Prevention – 
Anti-Bot 

Post infection solution to 
Stop data theft and targeted APT attacks  

Discover and stop 

Bot Attacks 
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Criminal’s 

Communication 

What 
communication 

patterns are used 
by criminals’ 

botnets? 

ThreatSpect Bot Discovery Engine 

 

Criminal’s 

Hideout 

What addresses 
are used 

by criminals? 

Criminal’s 

Behavior 

What damages 
are done using 
your computer? 

Over 250M 

Addresses Analyzed 
powered by ThreatCloud™ 

 

 

 

 

Detect Command 
and Control 
IP/URL/DNS 

Over 2,000  

Botnet Families! 

 

 

 

 

Detect Unique 
Communication 

Patterns 

Over 2 Million 

Outbreaks 
powered by ThreatCloud™ 

 

 

 

Detect Attack 
Signs and Types  

(spam, click fraud…) 
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Bot Damage Prevention 

Bot remote 
operator 

Stop Traffic between  
Infected Hosts and Remote Operator 

*40 Gbps on 61000  – Q3/12 

Stop 
Data Theft 

Enable User 
Work Continuity 

Performance 
Over 40Gbps* 
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Bot Infections Investigation 

Malware 

Actions 

Malware 

Type 

Backdoor.WIN32.IRCBotg Backdoor.WIN32.IRCBotg on 

Extensive Forensics Tools 

 

 

 

 Infected Users 

and Devices 
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Multi Layered Threat Prevention – 
ThreatCloud™ 

Powering Threat Prevention Software Blades 
with real-time security intelligence 

Global collaboration 

to fight new threats 
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Global Collaboration to Fight New Threats 

ThreatCloud™ Dynamically updated intelligence  

ATTACK 

Real-time 

Updates 

Real-time Security Intelligence 
Gateways are constantly synced and protected 

Attack data 
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1,000 URL updates per day! 

50,000 signature updates per day! 

Over 250 million 

addresses analyzed 

for bots discovery 

Over 4.5 million  

malware signatures 

Over 300,000  

malware-infested sites 

12 million 

1 million 

Threat Cloud™ is Growing 

17 ©2013 Check Point Software Technologies Ltd. [Confidential] For company users and approved third parties 
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Multi Layered Threat Prevention –  
DDoS Protector 

Network and Application layer DDoS Protection 

Block Denial of 

Service Attacks 

Within Seconds! 
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Multi-Layer Solution 

IPS Antivirus 

Anti-Bot ? 

Prevent exploit  

of known vulnerabilities 

Block download of  

known malware 

Unknown Threats 
Block Bot 

Communication 

85% of breaches took 

weeks or more to discover 
 

         Verizon 2012 

         Data Breach Investigations Report 
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Introducing Check Point Threat Emulation 

ADDING THE MISSING PIECE… 
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Introducing Check Point Threat Emulation 

Fight Against 

Unknown Threats ! 

Stop targeted Zero-day attacks 
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Threat Emulation – Step by Step 

Security 

Gateway 

Internet 

Download file 

sent to Threat 

Emulation 

File Inspected 

in virtual 

sandbox 

New malware 

signature sent 

to ThreatCloud 

New attack 

discovered 

Malware is 

blocked on 

the gateway 

 Monitor unexpected behavior: 

 Network activity 

 File system & registry 

changes 

 Process activity 
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Real Detection – Syrian Attack 

Drops malware 

(‘explorer.exe’ in temp directory) 

Contact CnC 

Executes the malware 

Detected by  

Threat Emulation 
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Summary –  
Check Point Multi Layered Threat Prevention 
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Check Point Threat Prevention 

Unmatched multi-layered security  

against known and unknown threats 

 

Multiple bot and malware detection 

engines leading to superior protection 

 

Real-time security intelligence ensuring 

your is gateway constantly protected 

 

Stopping unknown 0-day attacks without 

sending sensitive data to the cloud 

 

Block DDoS attacks within seconds with 

network and application layer security 
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Thank You 
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Malware Prevention Scenario 

27 
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Attack on Sally 

Sally.Smith@mohawkair.com 

Message from PayPal 

Dear PayPal Customer, 

 

We have detected an error in your PayPal online account. 

Please confirm your account data at PayPal using the link below. 

Failure to update will result in suspension of your account 

 

www.accountspaypal/resolve/256# 

From… Accountingpaypal@PPalfinance.com 

While reading email, Sally clicks on link 

Zbot  attempts to infect  
Sally’s computer 
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Sally Smith 

Attack on Sally 

Antivirus Software Blade blocks attack 
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Attack on Bob 

Zbot Trojan is loaded onto a USB stick 

Zbot turns   
Bob’s computer into a bot 

Bob plugs the USB stick into his 
computer and the trojan is installed 
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Backdoor.WIN32.IRCBotg Backdoor.WIN32.IRCBotg on 

Bob Jager 

Anti-Bot Software Blade detected and blocked 

Zbot trying to communicate with a C&C server 

Attack on Bob 

Bot Command & Control 

Bot Name Actions Severity 
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Combined Policy Blocked Both Attacks 

Unified Anti-Malware defense 
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ThreatWiki – Understanding the Threat 

Zbot specific 

details about trojan 

and bot infection 

Detailed reference for understanding attack severity, 

possible damage and removal procedures  


