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Mobile Information Protection Solution 

Media Encryption Data Loss Prevention Full Disk Encryption 

Mobile Security Document Security 

http://www.istockphoto.com/icons.php
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MIP - Technologies 

Security Management Security Gateway Mobile Client Endpoint Client 

Mobile 

Enterprise 

Full Disk 

Encryption 
Media Security Remote 

Access 

Document Security 

Mobile VPN DLP 
Endpoint Policy 

Management 

Document Security Mobile Access 
Network Policy 

Management 
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Check Point Mobile Security 
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Check Point Mobile Security 

Check Point  

Mobile Enterprise 

Protected Business 

communication 

Single Sign On 

Online/Off-line access 

VPN tunnel for any App 

Automatic connect 

IPsec or SSL VPN 

Check Point  

Mobile VPN 

https://play.google.com/store/apps/details?id=com.CheckPointVpn
http://itunes.apple.com/us/app/check-point-mobile/id386521721?mt=8
http://itunes.apple.com/us/app/check-point-mobile-vpn/id506669652?mt=8
https://play.google.com/store/apps/details?id=com.CheckPointVpn
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Check Point Mobile VPN  

Gain simple & secure access from  

ANY business app on your iOS/Android device 

 Full VPN access client 

 Office Mode Support 

 Work in the background 

 VPN auto connect 

 Certificate authentication 
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Personal Data & Apps 

Business Data 

Isolate and Encrypt  
Business Data 

Authentication Required  
to Access Data  

Prevent Usage on  
Modified Devices 

Data Expiration and  
Remote Wipe 

Check Point Mobile Enterprise: 
Control Your Business Data 
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Mobile Enterprise: User Experience 

[Restricted] ONLY for designated groups and individuals 

Protect access to 
the application by 

a pin code 

Pin Code 

Secure access  
to Web portal, 

Email and 
Calendar items 

Secure 

Access 

Native and  
easy to use 

 mail/calendar 
clients   

Mail/Calendar Attachments 

Attached 
documents are 

opened/edited in 
secure sandbox  
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Mobile Security Management Settings 

 Mobile Access tab includes a dedicated section for defining 

Mobile Settings profiles 
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Mobile Settings Profiles 

 The profile includes four sections defining which and how 

information can be accessed from mobile devices 
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Access Settings 

Session timeout (user will need to 

authenticate with credentials) 

Enforce a passcode to open the 

application  

Prevent and/or log jailbroken 

devices 

Log user GPS location 
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Allowed Items 

Even if the user is allowed to 

access the Secure Mail services, 

the level of exchange access can 

be restricted on the client 
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Offline Content 

Allows the Secure Mail content to 

be viewed even if there is no 

connectivity to the server 

Level of information to be stored 

Client will first try to reach the 

GW 
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Contacts Settings 

Contacts synchronization options 

Contacts Directories to be 

displayed in the client app 
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Client Certificates Distribution 

Repository of generated 

certificates 

Mobile Access Tab includes a 

section to generate and distribute 

certificates for both Mobile 

Enterprise and Mobile VPN clients 

Repository of mail templates 

to be automatically distributed 
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Setting up the client 

HelpDesk 

Mobile Access 

Software Blade 

Site: company.domain.com 

Authentication method: user/pass 

Site fingerprint: NHJK+KLSA+JSAP 

VPN on demand mode: If needed 

Open browser to URL: http://portal 

Settings : …. 

Creates QR code / 

Link and sends it to 

users email 

cpvpn:///?V1&name=demo& 

host=company.domain.com& 

fingerprint=NHJK+KLSA+JSAP+ 

&cn=comnay.com&user=idemo& 

tun=&auth=UsernamePassword&regKey=& 

url=http:/idemo&remoteActions=&port=& 

onDemand=&domainAlways=& 

domainNever=&domainIfNeeded= 

http://portal/
http://www.iconarchive.com/show/servers-icons-by-fasticon/data-server-icon.html
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Configuring a site by users 

Scan QR code to 

configure the 

site  

Click on Link 

when received 

on iPhone / iPad 

Connect using 

automatically 

created site 
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Check Point Document Security 
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Current Data Protection Solutions 

Encrypt hard-drives and media-devices 

Inspect data leaving the organization 

Isolate business data from personal data & apps 

Endpoint Security 

Network DLP 

 

Mobile 

CONTAIN business data, assuring  

it doesn’t get to the wrong hands… 
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…but sometimes data  

HAS TO BE shared with others 

Upload to file 
systems 

send to internal & 
external partners  

Sync to cloud-
base web apps 

The Challenge : 

Protect data that is out of our reach 
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Document Security 

A new simple way to protect and share  

business documents  

Encrypt data 

Set Access Rights 
to data 

Classify document 
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File Share 

Web mail 

Cloud base web app 

Document Security Example  

Dana,  

co worker 

Full access 

Tammy,  

Purchasing Manager 

Full access 

John, Business Partner 

No Access 

Suzan,  

Not in this project 
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Document Security Example  

Dana,  

co worker 

Full access 

File Share 

Web mail 

Cloud base web app 

Tammy,  

Purchasing Manager 

Full access 

John, Business Partner 

No Access 

Suzan,  

Not in this project 

Control who can internally 

access data  

Protect data stored on  

untrusted services and devices 

Assure proper document usage  
e.g. prevent adding new users 
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Simple user experience 

All created documents are secured by default 

Tammy,  

Purchasing Manager 
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Simple user experience 

 Droplet User Interface 

– Assign Classification to Document 

– Select Authorized Users 

[Restricted] ONLY for designated groups and individuals 



26 ©2013 Check Point Software Technologies Ltd. [Restricted] ONLY for designated groups and individuals 

Protected document is an 

“envelope” with “friendly” 

explanation and real protected 

content 

Structure of the Protected Documents 

Schematic representation of a protected 

document 

Protection Information 
Content Encryption Keys, Protection 

Setting 

Friendly Document 
Explaining the user how to get started 

with system 

Real Document in 

“Hidden” Encrypted 

Part 
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Document Security Client 

 Downloadable from Portal (Windows / Mac) 

 

 

 Downloadable from App Store (iOS) / Google Play (Android) 
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Cloud Based Management 

No management infrastructure required  

for Document Security rollout  

Security  

Administrator  Setup policies  
and view reports  

over the Web 

Import info from 
AD for 

organizational 
structure visibility 
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Management Portal Overview 

 Access the portal at https://documentsecurity.checkpoint.com 

Portal Login 

Tutorial Video 

Portal Signup 

Client Download 
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Menu Bar – Getting Started 

Client Download 

Quick Guide 

Links to Settings and Configuration 

[Restricted] ONLY for designated groups and individuals 

Web Admin Guide 
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Menu Bar – Reports 

Activity Statistics 

Activity Details for 

defined interval 

Report Interval 
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Menu Bar – Community 

User/Group Tree 
User/Group Detail 

Search & Management 
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Import/Export 
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Menu Bar – Classifications 

Classification 

Management 

Available 

Classifications 

Classification Features 

and Watermarks 
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Default Community 

Settings 
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Menu Bar – Settings 

 Community General Settings 

 

 

 

 

 

 

 

Name, Owner 

and Description 

Language 

(currently 

English only) 

Internal Domains 
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Menu Bar – Settings 

 Protection Settings 

Client update 

and protection 

enforcement 

UserCheck Save 

Notification 
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Menu Bar – Settings 

 Deployment Settings 

Upgrade settings 

Clients 
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 Recovery Package generation and download 

 

 

 

 

 

 

 

Menu Bar – Settings 

Recovery key 

password 

Recovery package 

download 
Recovery package 

contents 

[Restricted] ONLY for designated groups and individuals 



38 ©2013 Check Point Software Technologies Ltd. 

Menu Bar – Settings 

 Active Directory Export Utility 
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Platforms and Applications 

 Supported platforms: 
– Microsoft Windows – From Windows XP to Windows 8.1 

– Mac OS X (Viewer application only for Mac OS X 10.6 64bit, 10.7 64bit and 10.8 64bit) 

– Apple iOS app - iOS 5.1.1 and above (viewer) 

– Android app – version 4.0.3 and above (viewer) 

– Microsoft Outlook 2007, 2010 – 32bit (address book integration)  

 

 Supported Applications: 

– Microsoft Word – 2003, 2007, 2010 – 32bit 

– Microsoft Excel – 2003, 2007, 2010 – 32bit 

– Microsoft PowerPoint– 2003, 2007, 2010 – 32bit 

– Adobe Acrobat Pro – versions 8 and 9 – 32bit 

– Adobe Acrobat Reader– versions 8 to 10 – 32bit 
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Check Point Compliance Blade 
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Compliance Software Blade 

Check Point’s first integrated and fully automated  

Security & Compliance Monitoring 
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Three Core Values 

1 24/7 Security Monitoring 

2 Regulatory Reporting 

3 Security Alerts 
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Library of Security Best Practices 
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Best Practices 
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Best Practices 
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Detailed Security Analysis 
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ISO 

27001 

PCI-

DSS 

GLBA 

NIST 

800-41 

HIPAA 

ISO 

27002 

Cobit 

4.1 

Complex Regulatory Requirements… …mapped to Security Best Practices 
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Real-Time Assessment 
of major regulations across Check Point Software Blades  

 

Regulatory Compliance Monitoring 
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Out of the Box Audit Preparation 
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Real Time Security Alerts 
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360° Security Visibility 

Detailed Security Analysis 
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Security and Compliance Made Easy 
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Thank You 
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