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Mobile Information Protection Solution

Mobile Security

Data Loss Prevention Media Encryption Full Disk Encryption
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Mobile Client Endpoint Client Security Gateway Security Management

-
Mobile Mobile VPN Full Disk  vedia Security DLP Remote E&iﬁ?”@ﬁ?ﬁ?
Enterprise Encryption Access g
_ Network Policy
Document Security Document Security Mobile Access Management
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Check Point Mobile Security
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Check Point Mobile Security

Check Point
Mobile Enterprise

Check Point
Mobile VPN

Available on the N ANDROID APP ON

Available on the

D App Store ,\ Google play

Protected Business v VPN tunnel for any App

communication
\/Single Signh On
\/Online/Off-Iine access

\/Automatic connect
\/IPsec or SSL VPN

I
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https://play.google.com/store/apps/details?id=com.CheckPointVpn
http://itunes.apple.com/us/app/check-point-mobile/id386521721?mt=8
http://itunes.apple.com/us/app/check-point-mobile-vpn/id506669652?mt=8
https://play.google.com/store/apps/details?id=com.CheckPointVpn
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Check Point Mobile VPN

Gain simple & secure access from
ANY business app on your iIOS/Android device

cmmm - v Full VPN access client
| v Office Mode Support
v Work in the background
v VPN auto connect

v Certificate authentication

i
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Check Point Mobile Enterprise:

: (-] Check Point
Control Your Business Data

=% SOFTWARE TECHNOLOGIES LTD.

& Isolate and Encrypt g A
L t J Business Data _

Business Data

Authentication Required

Prevent Usage on
Modified Devices

to Access Data

Data Expiration and

Remote Wipe

“
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Mobile Enterprise: User Experience

Pin Code

eeee0 Orange T 22114

Forgot? '

Enter passcode

Secure
AcCCess

Inbox
A DRP-EX
@ Contacts
m Calendar

DRP-EX1

Jy Saved Files

Check Point Directory

Mail/Calendar

. com = 6:13 PM

Calendar
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27

Mt
7 28 29 30 31 1

© N o2\ el

3 4 5 6 7 8
10 11 12 13 14 15 16
17 (1) 19 20 21 22 23
24 25 26 27 28 29 30

(] Check Point
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Attachments

Save
Save as

Frconai Find & Replace

et st ot ot M

Page layout
Full width view
Reflow text

View comment

3 Qheck P_F’_“”‘ Wiki 550 P Meet Dr. Louis Editor Mode
@ OWA QRP-EXTOH © 501 Dinner with Dan
pZas 18v wx%z 3 TiCK(a’f“Point ‘
4+ Connected | & pkadrmas | 8 eucpm.checkpoint.con
B - Bl 2 0 d —
Protect access to Secure access Native and Attached
the application b to Web portal, easy to use documents are
a%l?n code y Email and mail/calendar opened/edited in
Calendar items clients secure sandbox
S S S

[
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Mobile Security Management Settings

= Mobile Access tab includes a dedicated section for defining
Mobile Settings profiles

- ¢ & Application &  gia  Data Loss Anti-Bot & Anti-Spam @ Mobile
=H Firewall as  URL Filtering - Prevention F’ IPS ? Anti-Virus ﬂ & Mail Access
‘ "
Overview

|l_‘|;| Palicy | Mobile Access allows your employees to securely read email and connect to intranet sites using a r

mﬂ Gateways ] ]
< Applications My Organization

@ Authentication o

[l Client Certfiicates = 2 Security Gateways are allowing Mobile Access | Add Gateway...
Qh Portal Settings
U s ) _ . IP Address Web Mobile  Desktop  Compliance
.@_@Mman
=4 ’“‘.ﬂb"e £ = Mobile_Acc... 1074873 N/A

= Default Profile )

B T Mobile_Acc... 10.44.56.23 N/A

Passcode Profiles
Protection Levels
OMS Names

VPN Clierts d Poli

Link: Translation Users and Policy

Single: Sign On Active Sessions on Gateway/s: Al Gateways -
Logging b

[% Session &7

I
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Mobile Settings Profiles

"= The profile includes four sections defining which and how
iInformation can be accessed from mobile devices

Application & i  Data Loss Anti-Bot & | Anti-Spam Mobile ‘.
URL Filtering " Prevention q IPS Anti-Virus ﬂ & Mail Access ® IPSec VPN 0 QoS EI Desktop
¢ .
Default Profile
(.4 Overview —
ﬂ,l:l Policy (ncc:ess Settings \
B Gatewaye Session timeout: 1 S Weeks -
| @ Applications
& Authentication Activate Passcode lock
e Gel Passcode profile:  |4g% Normal Iz‘ [ Edit... ] | Passcode contains at least 6 characters
| % Portal Settings
E| ' IPS [] Alow storing user credentials on the device for single sign-on
3 @ Endpoint Securty On Demand Report jailbroken devices
3 @ Mobile Settings
Default Profile [T Block access from jailbroken devices
El ﬁ BT TR [ EE e [ Track user's GPS location {upon user's approval)
[5] Passcode Profiles
[ Protection Levels Rems
B DNS Names FrowEs
B VPN Clients Show the following tems (at least one item should be selected):
B Link Translation )
B Single Sign On Ml
@ Logging Calendar
Session
B Contacts
E|". Q =Y & 8 « || Offline Content
Network Objects Allow offline content
=a Corporate-WA-proxy-server  « Mail from the last 14 5| Days -
E CP5GB0_Profile )
= EDGE_Profile i Cache Mail Headers and Body -
&3 Endpoint-1 E Calendar from the last |1 | Morths ~ andthefollowing |1 | Morths -
E LSM_Profile
"TII Management Cache Calendar Headers and Body -
EF Management-b Synchronize cortacts  from mail server to application -
== Mobile_Access_London
=52 Mobile_Access_MewYork (}onlacts )

I
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Access Settings L Check Point

Access Settings Session timeout (user will need to

authenticate with credentials)

Session timeaout: 1 El Weeks -

\

Activate Passcode lock:

Passcode profile:  |42f Momal IEI [ Edit... | Passcode contains at least § characters |

[] Mlow storing user credentials on the device for single sign-on

Feoort brofeen dovioes Enforce a passcode to open the

[] Track user's GPS location {upon user's approval)

Prevent and/or log jailbroken
devices

Log user GPS location

application }
[] Block access from jailbroken devices

I
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Allowed Items

Allowed liems

Show the following tems (at least one item should be selected):
Mail
Calendar
Contacts

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Inbox
A DRP-EX
@ Contacts
m Calendar

| Saved Files

3 Check Point Directory

@ Check Point Wiki

@ OWA DRP-EX10

@ Ticket Point

4 Connected | & pkadrmas | 8 eucpm.checkpoint.con

Even if the user is allowed to
access the Secure Mail services,
the level of exchange access can

be restricted on the client

I
|I_|| ' softwareblades~
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SOFTWARE TECHNOLOGIES LTD.

Offline Content

( Allows the Secure Mail content to
be viewed even if there is no
connectivity to the server

Offline Content

Allow offline content

Mail from the last 14 || Days -
Cache Mail Headers and Body -
Headers Only

Calendar from the last

Headers and Body
Cache Calendar  Full Message (Headers, Body and Attachments)

Level of information to be stored

Inbox

Contacts

Calendar
Client will first try to reach the
GW

Saved Files

Check Point Wiki

ad
el
6 Check Point Directory
&

OWA DRP-EX10

Ticket Point

I
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Contacts Settings L2 Check Point

Synchronize contacts from mail server to application |i'

from mail server to application and device
from mail server to application and device and vice versa

Contacts
Allow additional contacts from: Contacts synchronization options

Global Address List

Local Phone

Contacts Directories to be
displayed in the client app

’ M
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SOFTWARE TECHNOLOGIES LTD.

Client Certificates Distribution

Mobile Access Tab includes a :

section to generate and distribute Reposnory (.)f fepelated
certificates for both Mobile ST

Enterprise and Mobile VPN clients

B 7% Install Policy  §,3 SmariConsole -
=-B~N W ~ R

Check Point’
: SmartDashboard:
:! & & Application & pim, Data Loss "" A Anti-Bot & Anti-Spam Maobile oL I 0 m
L Firewall Si&%  URL Filtering Prevention IPS ¥ Anti-Virus ﬂ & Mail Access L] IPSec VPN QoS Desktop
¢ . e

. Client Certificates @)
(&) Overview -
%muu Palicy || Tipe fo Search Jiems O\l [J New.. “sEdt.. > Revoke ’

Gateways)
@ Applicatiofls CN Status Serial Expires On Enrollment Key Comment

Certificate list is not available on demo mode.

@ Endpoint Security On Demand
= Q Mobile Settings
Default Profile
= ﬁ Additional Settings
Passcode Profiles
Protection Levels

m

DNS Names n — . . .
VPN Clients Email Templates for Certificate Distribution
Link Translati

Si:gle’::;n C;:n “ Tipe fo Search Fitems O\| [J New & Edit X Delete | Clone

Logging e Comment —|Eng|ish d

[2] Session % Mobile VPNIOS with OR Code VPN, Certificate only
2. % < E 8 - X Mobile Enterprise iO5 with QR...  Using passcode + certificat... @ Email Definitions

K Obi 5 Mobile Enterprise i0S with Re...  Using passcode + certificat... Hatlo Tohn Smith. 3

Network Objects 3

a E Check Point
& Branch-Office-gw

To connsct to your desktop ramotely from your Phone or {Pad, please install Mobile VPN from the Apple App Stors.

) »

After this app is installed.

> =2 Corporate-Cluster-1 1. Open the 2pp and tap 'Creats’.

[ == Corporate-Cluster-2 2. Tap barcods on the top-right of tha scraen
=2 Corporate-DLP 3. Sean this QR code:
=3 Corporate-gw

=3 Corporate-Identity-Awareness

=3 Corporate-internal-terminal-ser Zoom: Ao | Previewin browser..
-

=2 Corporate-WA-proxy-server
= DSAAN Drofile

T=14% P LS 3

8% Objects List |[3=) 1dentity Awareness | [3 smartworkflow

Repository of mail templates
to be automatically distributed

I
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Setting up the client

HelpDesk

USErS en

Site: company.domain.com
Authentication method: user/pass
Site fingerprint: NHIK+KLSA+JSAP
VPN on demand mode: If needed

Open browser to URL: http://portal
Settings : ....

° —
[ LI

Jewee JESEEL G @

s

|
|

4 Port
Y

Mobile Access
Software Blade

Creates QR code /
Link and sen

—

~~

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

|

I softwareblades™

16

_ﬂ' H = Your QR code to connect to Check Point Mobile WPN - Message [HTML)
Message Insert Options Format Text Review
1 - 10 T A a :E = A ggﬂ %J @ @
Paste B 7 U |®& = = = | iEsE T T4 | Address Check | Attach Attach
~ 7 - o Book MNames File  Item~
Clipboard Basic Text Mames Includg
To user@company.com
_
= Cc...
Send
Subject: Your QR code to connedt to Check Point Mobile VPN
Dear User,
Scan the QR code below using your Check Point Mobile VPN application to connect to company's site
Or clik here if reading this e-mail from your iPhone [ iPad
Helpdesk.
|:| user@company.com
©2013 Check Point Software Technologies Ltd.


http://portal/
http://www.iconarchive.com/show/servers-icons-by-fasticon/data-server-icon.html

(] Check Point

QSTWARE TECHNOLOGIES LTD.

;

Scan QR code to
configure the
Site

Configuring a site by users

aill Cellcom 2 13:12

New Site

Connect to:
vpndemo.checkpoint.com

User: CPDemo

Click on Link
when received
on iPhone / iPad

Password: eeee

a|wle|R|T|v|u|i]o]r

Als|o|Fle|H|JjKfL
S HEE0000 s
.2123 m Go

Connect using

automatically
created site

I
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Check Point Document Security
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Current Data Protection Solutions (4 Check Point

CONTAIN business data, assuring
it doesn’t get to the wrong hands...

I ' Encrypt hard-drives and media-devices
S

Endpoint Security

Isolate business data from personal data & apps

Mobile

| I} [
I- - softwareblades™ ©2013 Check Point Software Technologies Ltd. 19



...but sometimes data
HAS TO BE shared with others

Upload to file send to internal & Sync to cloud-
systems external partners base web apps

The Challenge :
Protect data that Is out of our reach

| I [
I. - softwareblades™ ©2013 Check Point Software Technologies Ltd. 20
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Document Security

A new simple way to protect and share
business documents

Encrypt data

Set Access Rights
to data

“ Restricted ’

I
I ‘W softwareblades™ ©2013 Check Point Software Technologies Ltd. 21



(] Check Point

©®  SOFTWARE TECHNOLOGIES LTD.

Document Security Example

‘ Full access

Dana,
co worker

John, Business Partner

Flle Share

Tammy,
Purchasing Manager

PURCHASHING PLANS

2012-2014

Web mail

| , < No Access
Cloud aseb app 0

Suzan,
Not in this project

I i softwareblades” ©2013 Check Point Software Technologies Ltd. 22



Document Security Example

P =
L 2

v’ Control who can Internally

access data
I—Ile_SWJ

Tammy,

v/ Assure proper document usage

e.g. prevent adding new users

|

y

20122014 vvcuorrian

\/Protect data stored on
untrusted services and devices

L e i

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

g Full access

Dana,
co worker

%ééa
iﬂ FuII access

John, Business Partner

ﬁ No Access

Suzan,

Not in this project

I
Il.ll ' softwareblades~

©2013 Check Point Software Technologies Ltd. 23



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Simple user experience

All created documents are secured by default

8 /s Company Internal =

Slide Show Review View Adobe Rights Manage

A B e Y 1 llf} Text Direction ~NOOO
) __ [EHnignTest AL LGl
& ke "‘A_\' Aa A " ‘5= 3 Convert to SmartArt &% YA { } Eﬁf - Ll

Font Paragraph Dra

i
I
]
m .
i
a

PURCHASHING PLANS

2012-2014

Tammy,
Purchasing Manager

bt

1
“ ' softwareblades-
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Simple user experience

= Droplet User Interface

Assign Classification to Document
Select Authorized Users

Protection Settings 8 ¥ @ =

~

\ y,

; ! ﬁ Highly Restricted Permissicns:
ﬁ et £\ Restricted M Read
Restricted : Confidential & Edit
) Protected & Change classification
- & Public h Modify authorized users
Md Vanai Ron

yanair@checkpoint.com
&+ Al Check Point

J-+ outside_lawyer
outside_lawyer@somefirm.com :

/

yanair@checkpoint.com Check Point

L Check Point

EOFTWRAE TECHMOLOCIES L0

I} r
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Structure of the Protected Documents

Protected document is an
“envelope” with “friendly”
explanation and real protected

content
P

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Protection Information

Content Encryption Keys, Protection
Setting

= - A W, 1= .= . YE- | EEIE & Fi

) egeewn PP i= ] 8T e AaBbC AaBbC % Replace

PPPPP 7 [B]7 u-a 3 Y- A- [EE AR R Emphasis  Headingl Heading2 = Cga ot | 1

Clipboard raph 5| Editing

&

% Document security Check Point
n — ‘SOFTWARE TECHNOLOGIES LTD.
Q Share documents securely and transparently
nl Leam More

This document is protected

[ der t this document within MS-Office\Adobe Reader, download a plug-in:

n order to use this docu
www.documentsecurity.checkpoint.com/download

riendly Documen

Explaining the user how to get started
with system

Real Document in

“Hidden” Encrypted
Part

Schematic representation of a protected
document

"
|| ‘W softwareblades”

[Restricted] ONLY for designated groups and individuals
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Document Security Client
= Downloadable from Portal (Windows / Mac)
|
S

Download Windows Version i Download 05 X wersion

Download Client

Document Client to your device to use protected files

= Downloadable from App Store (I0S) / Google Play (Android)

Check Point Document Security

Available on the R R m
E-l Ap'p SIGI'E' By Check Point Software Technologies Ltd. |'| DOCUment SeCUrlty Beta

Open iTunes to buy and download apps.
Check Point Software Technologies, Ltd. -

Business

Download Description

Download
Android version

- - Check Point Document Security is a solution for protecting a
B Yers

IPth 2 VErsion Use Document Security to ensure documents are encrypted

using any sharing and delivery mechanism This app is compatible with some of your devices

Check Point Software Technologies Ltd. Web Site b

Support? Application License Agreement »

KRk kk (21 8+ |+

What's New in Version 2.0.4
- Enhanced documents viewer.
- Added caching option
This app is designed for both - Ul changes o fitiOS 7 theme
iPhone and iPad

Free

Category: Business
Updated: Dec 29, 2013
Version: 2.0 .4

PP
12:23003147) 1074 K8

Screenshots

-35 7 Worksheet xlsx
Sizen 35 L ME Mo SIM = 19:13 SignUp -2 ANNM TS ;
Languages: English, French, Document Security
German, Japanese, Korean, 5 Document Security wert uio
Spanish 9 Y & \)
Seller: Check Point Software = asdfghjk.] Opening File.

Technologies Ltd L Search
© Check Point Software

Technologies Ltd W ForYourEysOnly nm @ @ et

fated 4= L 1913 20130917 165.1K8 [ s o = |

© zxecvbnmaea

I} r
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Cloud Based Management

No management infrastructure required
for Document Security rollout

~ Security
dministrato

Import info from |

M
I HH softwareblades™ ©2013 Check Point Software Technologies Ltd. 28



Management Portal Overview

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

= Access the portal at https://documentsecurity.checkpoint.com
Check Point’

SOFTWARE TECHNOLOGIES LTD.

& Check Point

m= Document Security" : umied Avaiabiity

Email:

Password:

Forgot your password?

Mot Registered yet? Sign

What is
Document Security?

Always Protected
Security is following the document wherever it goes

Transparent
Documents are protected automatically, without user interaction

Available Everywhere
Documents can be used on Windows, Mac 05 X, i05 and Android

Full audit trail
All document access operations can be audited and analyzed

r

SOFTWARE TECHNOLOGIES LTD.

~

Experience Document Security

= Sign up to the service
» Download a sample protected document

D TRY NOW

Ready for the next step?

+ Contact our product team
= Tell us about your organization

CONTACT US

—)[ Tutorial Video

Download Client

» Download client to your device to use protected files

Windows Version

Diownload

(] App Store

Diownload
iPhone version

X

Diownload
05 X version

Download
Android version

Portal Login

Portal Signup

—){ Client Download

M
I1 " softwareblades” [Restricted] ONLY for designated groups and individuals
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Menu Bar — Getting Started

Check Point

¢ Limited Availability

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Document Security-

Check Point’

SOFTWARE TECHNOLOGIES LTD.

Sign Out

Quick Guide

| & Getting Started | & Web Viewer @ Reports & Community  #A Classifications &b Settings Petr Kadrmas
EuropesE «
7
Getting Started with Document Security
Client Download
\
[ s Protect This Document | B L\ AN Check Point
Protect
it RegiteredT Sign U
Flessa uie your Check Point User Center AaBb' AaBbCc %
A s M - Highly Restricted
s bk pnt tam adingl THeading2 |- Change
T Styles ~ P ————————
Passwced Group of ped i
L4
\,
Open office document MNew Controller Secure
Login to Document Security Motice the new contral on the top right side of the document  Protect your document and add people to share
( Advanced Settings N [ Administration Guide )
Introducti
a& Define people to share documents with @ nereayEnen
@ Requirements for Web Conzole
m Customize security settings 2 Client Requirements
S Gerting Started
Customize behaviour @ Viewing Documents in Web Viewer
@ Analyzing Events
@ Managing Communities
anaging Classifications
Managing Classificati
@ Configuring Community Settings
\_ [# Index v

Links to Settings and Configuration

Web Admin Guide

softwareblades-

[Restricted] ONLY for designated groups and individuals
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Menu Bar — Reports
as

Check Point

Check Point

SOFTWARE TECHNOLOGIES LTD.

~

Report Interval

Document Security” : Limited Availabiity
1 week v
@ Getting Started 8 Web Viewer | @ Reports | & Community  4A Classifications %t Settings Petr Kad 1day
EuropeSE | g,
1week
1 month
. 3 months /
Show reports according tol LastMonth v | @
Click a bar or use the search below to filter
e
Elevation Requests 2
Documents Propagation 43
Denied Operations Activity Statistics
Protection Remowved
I T T T T T T T T 1
0 5 10 15 20 25 30 35 40 45
\,
ster: Search... Document: | Search Operation: | Al w | Action:| Al w X Clear Filter Export =
Date: Document User QOperation | Action Classification Added User IF Address | Classification Upd| Host
05.02.2014 17:55 | Confidential.d... | arnauds@chec.. | Document Sav... @ Allow Confidential 172.31.41.95 AR
05.02.201417:42 | Confidential.d... | arnauds@chec... | Document Op... © nilow Confidential 172.31.41.95 AR
05.02.2014 1742 | Confidential.d... | arnauds@chec..  Document Op... @ Allow Confidential 172.31.41.95 AR
05.02.201417:01 | Confidential.d... | arnauds@chec... | Document Op... © niow Confidential 172.31.41.95 AR
05.02.2014 17:00 | Highly Restrict... | arnauds@chec..  Document Op.. @ Deny Highly Restricted 172.31.41.95 AL
05.02.201412:45 | Highly Restrict... | arnauds@chec.. | DocumentOp.. | @) Allow Highly Restricted 172.31.41.95 ACthlty Details for
05.02.201412:45 | Highly Restrict... | arnauds@chec.. | Document Op... @J Allow Highly Restricted 172.31.41.85 . .
_ _ | _ defined interval
05.02.2014 07:02 | Highly Restrict... | arnauds@chec.. | Document Op... @ Deny Highly Restricted 172.31.41.95
05.02.2014 07:02 | Confidential.d... | arnauds@chec.. | Document Op... @J Allow Confidential 172.31.41.85 AR
05.02.2014 07:01 | Highly Restrict... | arnauds@chec..  Document Op... @ Deny Highly Restricted 172.31.41.85 AF
05.02.2014 07:01 | Highly Restrict... | arnauds@chec.. | Document Op... @ Deny Highly Restricted 172.31.41.85 AR
Page (1 |of4 | b B | @ Displaying 1 - 50 of 169

\_

LM

softwareblades-

[Restricted] ONLY for designated groups and individuals
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Check Point

SOFTWARE TECHNOLOGIES LTD.

Menu Bar — Community

% Check Point Check Point’
il“l Document Secu I‘Ity * | Limited Availability SOFTWARE TECHNOLOGIES LTD.
@ Getting Started % Web Viewer @ Reports | & Community | I Classifications  &F Settings Petr Kadrmas Sign Out
i EuropeSE «
Cﬂmmunity@'
@ Your community name is: EuropeSE Configure..
There are 14 users and 7 external users registered to your communi
© giered oy W Import/Export
Groups/Users
| +. Import Export -
-
( + Invite User X Remove User Resend Invitation
[ Manage Groups ) B C Search & Management
| Emnail | Type | Authorization | Gro,
& Deleted Groups {0)
dspk07 dspk007@gmail.com % External A, Standard User
Eﬁ lanage Users {14)
5 Internal {7) Petr Kadrmas pkadrmas@gmail.com % External &, Standard User | External Partners
Q External {7) = f a : Ewt | Standard U External Partners
ohn Lennon ds.jlennon@gmail.com & Externa A, Standard User Al Europe SE Community
Q Registered Users {14)
= " External Partners
P a.simon@noos.fr &y External &, Standard User All Europe SE Community
& Invited Users (0}
. External Partners
I y @ Ext | Standard U
& Deleted Users (0) Lenny Star Istard21@hotmail.com % erna & ndard User All Europe SE Community
g Manage Administrators (8) Paul Smith ds.paulsmith@gmail .com % External & Standard User | All Europe SE Community
Magnus |ansson magnus.janssen@outiook... External Administrator | All Europe SE Communi
EMUE.| P Ty

User/Group Tree
User/Group Detail

Page |1 of 1 Displaying 1 - 7of 7

T
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Check Point

SOFTWARE TECHNOLOGIES LTD.

Menu Bar — Classifications

@ Getting Started & Web Viewer & Reports & Community ‘ #A Classifications ‘ &+ Settings EEU KaEd""as Sign Out
Uuropesk «

Classifications @

This table shows currently active classifications.
To deactivate a classification, select it and click "Mowe to archive’.
For each action, you can set the permission for classified documents to Yes or No. 5ome permissions hawve more settings.

p
Default protection @ - Default Community
Autumaticall}r protect new documents C Settlngs

Default classification: | Confidential w7

Classification 1
Management

Classifications

4+ Add Classifications Maove to Archive View Archive

Markings Comments

=

Header:
A Highly Restrict... ﬂ* 0* @v v ﬂ* ﬂ* 0* ﬂ* Footer:

Watermark: Restrict...

Header:

M @ N ﬂ M @~ a A Footer:

Watermark: Highly ...

2 ‘4 Highly Confid... a* 0* 0"

44

Header: Confidential

3 A Confidential a M 0 A @ r r a A a r @ A a A Footer: Confidential
Watermark: Confid...
& Header:
4 A Confidential n... av ﬂ* @v v av av @T av Footer: Confidential no-m...
Watermark:
4 " a a a @ a a a a Header:
5 0 Protected J\ - - hd hd - - - - f‘?ac.ltfaer;ﬁark: Protected )
Available Classification Features
Classifications and Watermarks
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Menu Bar — Settings

= Community General Settings

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

ﬂ- General Settings

U Protection Settings
& Deployment Settings
Recovery Package

[& AD Export Utility

General Settings

7
Mame: EuropeSE

Created by Arnaud Simon (armauds@checkpoint.com)

Description: | 5E community in Europe

1

[ Name, Owner ]

and Description

Internal Enter domain name + Add Domain
Domains:

[ Internal Domains }
\_
Portal Language
Localization: | English (Currently

. English only)

Ml
I"' . softwareblades-

[Restricted] ONLY for designated groups and individuals
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Menu Bar — Settings

= Protection Settings

ﬁ General 5ettings

O Protection Settings
Q Deployment Settings
Recowvery Package

[ AD Export Utility

Protection Settings

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

( Protection Enforcement @

Clients check for updates every: 1 3 Hours |

Access to protected documents is blocked if no successful update took place within the last | 30 3 Days b

Web Viewer @

Client update

Documents are removed from the Web Viewer after: | 30 3
\_ enforcement
(" User ChEEk@

Days  |v and protection

Inform user when handling unprotected decument in the following operations:

Save

Save as (Supported for: :l

UserCheck Save
Notification

1
“ ' softwareblades-

[Restricted] ONLY for designated groups and individuals ©2013 Check Point Software Technologies Ltd.
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Menu Bar — Settings

Check Point

SOFTWARE TECHNOLOGIES LTD.

= Deployment Settings

ﬁ General Settings

O Protection Settings
& Deployment Settings
Recovery Package
[, AD Export Utility

O

Document Security Plug-in

Full editing capabilities
Integrated within MS Office / Adobe Acrobat

Deployment Settings
[ Automatic Upgrades ]
Automatic Upgrades i
Frequency - automatic upgrades check will cccur every: |1 3 days Upgrade Settlngs
L [T Force upgrade to start after: J
r Download Clients )

Available an the m
@ (] App Store |'|

Drownload Drownload Download
Document Security Viewer iPhone version 0% X version Android version

Lightweight client for read only access
No need for admin privileges

Clients

|th no network access? Use the Offline Client wersion. (

il
Il ' softwareblades™
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(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Menu Bar — Settings

= Recovery Package generation and download

ﬂ- General Settings

'-::;' Protection ettings RECUVEW Pa':kage
4} Deployment Settings Use the recovery tool to access the encrypted documents, The recovery tool onby works with a recovery key

4| Recovery Package password that is provided in the recovery package. Save the recovery package in 2 safe place and make sure
not to share the recovery password with anyone.

["&. AD Export Utiliy -

Recovery key password

Password:

Re-enter password:

\ Recovery key
password
g RecoveryPackage (2).ZIP ) Recove Daiac kage @ BTy ool Recove ry paCkage
| download Bkeyzip contents

1 r
“ ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 37



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Menu Bar — Settings

= Active Directory Export Utility

ﬁ General 5ettings

'f:_:]' Protection Settings AD Expurt Ut“'t'b'
1] Deployment Settings The Check Point AD Export utility lets you export users and groups into files that can be used for importing those
Recovery Packags users and groups into your Document Security contacts, while preserving the original AD structure,

& AD Export Utility
Download

-
ChUsers\pkadrmas. ADVDesktoph\ADToolPackage.ziph

Soubor Upravy Zobrazeni Oblibené MNastroje Napovéda

¢h - ~7 i =) b4 i

Pridat Rozbalit  Zkontrolovat  Kopirowvat  Presunout Vymazat Informace

T 3 Ch\Users\pkadrmas AD\Desktoph ADToclPackage.ziph

MNazev Welikest  Komprimovan...
idirectory_export_utility | 426 D66 426 066
'EL'] CP_ADExportUtility_GettingStartedGuide. pdf 93 8a7 93 887

' r
II ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 38



(-] Check Point

= Supported platforms:

Microsoft Windows — From Windows XP to Windows 8.1 w @ E

Mac OS X (Viewer application only for Mac OS X 10.6 64bit, 10.7 64bit and 10.8 64bit) -
(

Apple iOS app - i10S 5.1.1 and above (viewer) '35
Android app — version 4.0.3 and above (viewer) |'|
Microsoft Outlook 2007, 2010 — 32bit (address book integration) .‘)_la

Platforms and Applications

= Supported Applications:

Microsoft Word — 2003, 2007, 2010 — 32bit y4=
Microsoft Excel — 2003, 2007, 2010 — 32bit 2z
Microsoft PowerPoint— 2003, 2007, 2010 — 32bit <]

Adobe Acrobat Pro — versions 8 and 9 — 32hit
Adobe Acrobat Reader— versions 8 to 10 — 32bit

=
o
=]
o
D

©2013 Check Point Software Technologies Ltd. 39
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SOFTWARE TECHNOLOGIES LTD.

Check Point Compliance Blade
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Compliance Software Blade

Check Point’s first integrated and fully automated

Security & Compliance Monitoring

[Restricted] ONLY for designated groups and individuals
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(] Check Point

Three Core Values

1 24/7 Security Monitoring

Regulatory Reporting

3 Security Alerts

I r
” W s areblades" [Restricted] ONLY for designated groups and individuals ©2013 Check Point Software Technologies Ltd. 42



Library of Security Best Practices

Security Best Practices Compliance

Over

200

Security Best
Practices

203 Security Best Practices monitored across
18 Gatewaysand 11 Blades

Security Status
@l Secure 53%
@ High 4%

@& D Medium 13%
&L Low 30%

More Details

ONLY for designated groups and individuals



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Best Practices

Out of the Box

Check Point
f‘ecurity Expertize

Check Point

SOFTWARE TECHNOLOGIES LTD.

& Firewall FW130 Check that 'Stealth Rule' is Defined in Firewall Rule Base

A 5 Firewall FW130 Check that 'Stealth Rule'is Deﬁned in Firewall Rule Base
- Firewall FW161 Check that 'Unlock Administrator's account after' is selected
‘ Firewall FW163 Check that a detailed message is displayed to locked out Administrators

JIPS IPS108 Check that activated IPS Profile protections indude those that umpact performance
B8 Firewall FW 160 Check that Administrators are Iodced out after 3 Iogln failures

BFrewal  Fwi62 Check that Administrators' accounts are unlocked after 30 minutes
_é URLFilt... URL116 Check that Alcohol-related Sites are being blocked by a URL Filtering policy
‘ﬁ Firewall FW171 Check that all audit trails include the date and time
\ i? IPS IPS103 Check that all IPS proﬁ!es have Protections activated according to the IPS policy
¥ 1Ps IPS102 Check that all IPS profiles have their IPS Mode default action set to Prevent
ﬁh Firewall FW146 Check that an 'Any Any Accept’ rule is not defined in the Firewall Rule Base

‘ Firewall FW112 Check that an Available Disc Space alert type has been defined for the Firewall Logs

. [Restricted] ONLY for designated groups and individuals 013 Check Point Software Technologies Ltd. 44




Best Practices

Chec Point

SOFTWARE TECHNOLOGIES LTD.

vzl
\

Constantly Monitors

Gateway
nfigurations

& Best Practice #FW130: Check that 'Stealth Rule’ is Defined in Firewall Rule Base

« Description:

This checks whether the 'Stealth Rule’ is configured in the
Firewall Rule Base and is applied to all Gateways. A 'Stealth
Rule’ is defined as: Source= Any; Destination= all Gateways
and clusters, VPN= Any Traffic; Service= Any; Action= Drop;
Track= not 'none’; Install on= Policy Targets; Time= Any

« Action Item:

The 'Stealth Rule’ in the Firewall Rule Base needs to be
defined as follows: Source= Any; Destination= all Gateways
and Clusters; VPN= Any Traffic; Service= Any; Action= Drop;
Track= not 'none’; Install on= "Policy target’ / all Gateways
(select 'targets’ and choose all Gateways) Policy Targets;
Time= Any.

Relevant Objects: 0 out of 19 items are compliant

Active  Gateway Rulebase Rule Index Status
[ v4vs_cluster £22 #2Standard & Low
E Remote-4-gw 2% ##Standard @10 Low
RIS vsX-cluster B8 ##Standard &0 Low
EEVSX-QW 255 ##Standard &0 Low
@ Corporate-Clus... &% ##Standard &0 Low
|#5 Corporate-Clus... E5§ ##Standard @10 Low
[_]iﬁ Corporate-DLP ~ E%% ##Standard @10 Low
mCorporate-Iden... 2% ##Standard &0 Low
I__[ﬂ GX £ ##Standard @D Low

>
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SOFTWARE TECHNOLOGIES LTD.

Detailed Security Analysis

By Bhitdevay

In-depth Blades

security status L] security Status By Blade

B Firewall G D 76%
T4 Data Loss Prevention G TTD 62%
© PsecvPN @D 75%
© URL Filtering @D 54%
58%

oo T

I
Il,H . softwareblades™ [Restricted] O ed groups and individuals
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(] Check Point

SOFTWARE TECHNOLOGIES LTD.

C onapleaRingh tatoryyRidestiftractites.

# PCI DSS 2.0 Regulation Requirement 030050 Previous @ « @ Next
» Description: Rel S itv B P S— £38]
Ensure that all anti-virus programs are capable of detecting, elevant ecunty est Practices: outo items are secure
removing, and protecting against all known types of malicious -
software [Original PCI DSS 2.0 Reference: Requirement 5: Use and B biame Blade e 3
regularly update anti-virus software or programs: 5.1.1] FW102 Check that Anti-Spoofing has been activat... [ Firewall @) Medium
FW103 Check that Anti-Spoofing is set to Prevent ... [ Firewall @1 Medium
FW104 Check that Extended duster Anti-Spoofing... [ Firewall L0 Secure E|
IPS102 Check that all IPS profiles have their IPSM... ¥ IPS Qi Secure
IPS103 Check that all IPS profiles have Protections... W/ IPS (@) Secure -

Check Point’s Advanced Mapping Methodology

1)
[| W softwareblades” [Restricted] ONLY for designated groups and individuals ©2013 Check Point Software Technologies Ltd. 47
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“% SOFTWARE TECHNOLOGIES LTD.

Regulatory Compliance Monitoring

Real-Time Assessment
of major regulations across Check Point Software Blades

Regulatory Compliance

491 Regulatory Requirements are being monitored ©
HIPAA ISO 27001 PCI DSS
(16 requirements) (27 requirements) (55 requirements)

| 74%

+ Compliant

| 71%

= Compliant

| 70%

: Compliant

1
Il.H | softwareblades™  [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 48



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Out of the Box Audit Preparation

Compliance Reports

Pre-defined & Audit-ready

&} Check Point

o, 96 Action Item
69%
Complighce
g D Upcoming 19 items
D Future 29 items
Abo it PCI DSS 2.0 M Unscheduled 9 items Yncheiled B3 ~ Upcoming (19)
PCI-OfS is a legal obligation mandated not by government but by the credit card B overdue 39 items
comyfanies. Any company that is involved in the t ission, processing or storage of
ed ¢ card data, must be compliant with PCI-DSS. PCI is divided into 12 main Future (29) —
eq) irements, and further broken down into approximately 200 control areas. There are
diff rent levels of PCI compliance depending on the number of transactions that are being
prf cessed by the company. — Overdue G39)
\\ 203 Security Best Practices & ss Regulatory Re/iirements  [J| Blades
\,‘ related to this regulation Security Status by Blade
QD 53 Secure @D 19 compliant [ p o
D 12High % Data Loss Prevention  QMLIIID 57%
WD 13 Mediy IPSec VPN GTD 72%
iniow @ URL Filtering @lTTID 48%
1/127
nri

@ nurwna @D e

b 3 d] ONLY for designated groups and individuals  ©2013 Check Point Software Technologies Lid49 =
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SOFTWARE TECHNOLOGIES LTD.

Real Time Security Alerts

Action Items and Messages

L ]
User Violation Date © ID Security Best Practice Blade
! Vadn'm 19/6/2013 18:10 FW101 Check that 'Clean up Rule' is Defined in Firewall Rule Base 7_Hrewa|

admin  19/6/2013 18:10__FW146 Check that an 'Anv Anv Accent’ rile is not defined in the Firewall Rule ... [ Firewall

Cadmin 19/1 E .. () PSecVPN

"
I admn 19/ vou h S ity s
Alledtery policy = s

I I ge] ratlon — i See Details

OPAPRRINBACSBEGH S oftware 2
Rifgaupliance Status o

1
Il.ll - softwareblades [Restricted

Y fordesignated groups and individuals ©2013 Check Point Software Technologies Ltd. 50
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SOFTWARE TECHNOLOGIES LTD.

Detailed Security Analysis

360° Security Visibility

pa B 'E O % @O istaliPoliy 3.3 SmartConsole ~

g JSplication & ade Data Loss £ Threat w5 Anti-Spam 4@\ Mobile ‘e
:E Firewalf JRL Filtering L) Prevention ", IPS & Prevention 'd & Mail !. Access J o' IPSec VPN

Check Point
SmartDashboarc

, Compliance
OverlN 00: 0

Compliance blade helps you optimize your security settings and compliance with regulatory requirements.

More ¥

304 Security Best Practices monitored across '% Security Status by Gateway m.]ﬂm Security Status By Blade

18 Gatewaysand 11 Blades @ Top5 © Bottom5 @ Favorites {8 Y,
Security Status B3 Mobile_Access_London G TTD 63% BB Firewall G TD 76%
@D Secure 53% &2 Corporate-Identity-Awa... GEENTTD 61% T4 Data Loss Prevention GEENTTD 62%
G High 4% = vsx-gw G TD 60% © PsecvPN G D 75%
@D Medium 13% B3 Corporate-Cluster-2 G TTD 60% @ URL Filtering G TTTD 54%
&0 Low 30% B Corporate-DLP @GEENTTD 60% U s @D 58%

More Details See All Gateways More Details

Regulatory Compliance Action Items and Messages

491 Regulatory Requirements are being monitored 96  Action Items are pending

CobiT 4.1 Firewall STIG HIPAA
(15 requirements) (30 requirements) (16 requirements)
< — —19
O Upcoming 19 items
B Future 29 items
77% 80% 70% :
& J £ B Unscheduled 9 items
Compliant Compliant Compliant
N2 B Overdue 39 items

4 4 4
c B - ©H o B

Action ltems Security Alerts | System Messages

See all Regulations

/

Demo Mode  Wiite Mode NUM

I
Il I softwareblades™ [Restricted] ONLY for designated groups and individuals  ©2013 Check Point Software Technologies Ltd. " 51



= Checlc< Poipf

SOFTWARE TECHNOLOGIES LTD.

Security and Compliance Made Easy

Maintain Secure
Policies

Detect Security
Violations

Strengthen
Regulatory
Compliance

Reduce Audit
Time and Cost



SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

(3 Check Point '

Thank You
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