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Data Travel Fast —
Smartphones and Sharing Apps

(] Check Point

69% of businesses
share data using
public cloud services?

90% of organizations
allow storing business
data on smartphones!

Data leaving to uncontrolled environments

1 Check Point Mobility Survey, Dec. 2012
2 Check Point Security Report

i
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Control the Access and Usage

of Business Data

T 4

- Endpoint and USB Devices

Avallable
anywhere

’ ] .
(L] softwareblades™

Smartphones
and Tablets

Set Authentication & Access Rights to Data

Be Able to Revoke Access to Data If Needed

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

%+ Dropbox

o
Data
Collaboration

Encrypt Data in Uncontrolled Environments

©2013 Check Point Software Technologies Ltd. 3
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= SOFTWARE TECHNOLOGIES LTD.

Mobile Information Protection Solution

Mobile Security

Data Loss Prevention Media Encryption Full Disk Encryption

| [
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http://www.istockphoto.com/icons.php

(] Check Point

e SOFTWARE TECHNOLOGIES LTD.

Check Point Mobile Security

Check Point
Mobile Enterprise

Check Point
Mobile VPN

Available on the N ANDROID APP ON

Available on the

D App Store ,\ Google play

Protected Business v VPN tunnel for any App

communication
\/Single Signh On
\/Online/Off-Iine access

\/Automatic connect
\/IPsec or SSL VPN

I
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https://play.google.com/store/apps/details?id=com.CheckPointVpn
http://itunes.apple.com/us/app/check-point-mobile/id386521721?mt=8
http://itunes.apple.com/us/app/check-point-mobile-vpn/id506669652?mt=8
https://play.google.com/store/apps/details?id=com.CheckPointVpn

(] Check Point

“% SOFTWARE TECHNOLOGIES LTD.

Check Point Document Security

Share documents securely with
authorised co-workers & business partners

The security policy follows

the document and its entire content

’ M
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Check Point Endpoint Security
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(] Check Point

e SOFTWARE TECHNOLOGIES LTD.

3¢ Automatically and transparently secure all
LfJ information on endpoint hard drives

o Centrally enforceable encryption
u of removable media and port control

IU‘ |1 Provide secure, seamless access

to corporate networks remotely

Protects your endpoint from unsecure,
EA* malicious and unwanted applications

Stop unwanted traffic, prevent malware
and block targeted attacks

Unified Security Management with true visibility

"
” ‘W softwareblades”
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Secure Business Data in Motion:
Check Point DLP Blade

nll softwareblades™ ©2013 Check Point Software Technologies Ltd
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e SOFTWARE TECHNOLOGIES LTD.

Data Loss Incidents

Of businesses

54% experience

data loss

N CHECK POINT
2013

H SECURITY
REPORT

Source: Check Point 2013 Security Report, among 900 organizations

I
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SOFTWARE TECHNOLOGIES LTD.

Data Loss Incidents
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Source: Check Point 2013 Security Report, among 900 organizations
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: SOFTWARE TECHNOLOGIES LTD.

Check Point Data Loss Prevention

Simple to Prevent
Data Loss

Engage and Educate
End-Users

Unified with Check
Point Architecture

[
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File Types

Messages

Inappropriate
Language

Email
Typosquatting

Best Practices Data Types

G

BDEBDEEDBECEEE
SOBERDVNUBOPFIIL
EBEEDEOEDBL I
EDENEVENMBEC -
o) o) O D

E’?g@

i B

Match more than 800 File formats, Password
Protected Files, Large Files, and more.

Match different types of messages, for example:
Confidential Outlook Message
External Recipientin BCC
Internal Users and a New External Recipient

Match data containing inappropriate behavior such as
curses, gambling, and pornographic terms.

Domain typosquatting is an attack commonly used to
spread malwares into users' web browser. This attack
can also be used to harvest emails by setting up email
servers with domains that are very similar to your
organization's domains or sub-domains.

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

|

IIr
|||.

softwareblades-

[Restricted] ONLY for designated groups and individuals
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SOFTWARE TECHNOLOGIES LTD.

Business Information Data Types

Match sensitive corporate numbers such as:

International Bank Account Numbers (IBAN) - both
electronic and print format.

Value Added Tax (VAT) identification numbers.
Corporate and Business identification numbers.
And many more

Business Numbers

: Match documents containing a Business Plan — A
Business Plans 235 document that outlines a firm's financial and operational

goals and benchmarks.

Match sensitive corporate information such as:
Mergers and Acquisitions Data
Corporate Press Releases
Shipping Information
And many more

Corporate Information

' r
II ' softwareblades- [Restricted] ONLY for designated groups and individuals ©2013 Check Point Software Technologies Ltd. 13
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SOFTWARE TECHNOLOGIES LTD.

Personal Information Data Types

National Identity
Numbers

Names and
Surnames

Addresses

Phone Numbers

Used by governments of many countries as a means of
tracking their citizens for the purposes of work, taxation,
health care, and other governmentally-related functions.

Matches a large amount of common names and
surnames from a variety of countries and languages.

Matches data containing information such as cities,
states, zip codes, etc.

Match data containing phone numbers from different
countries, which may appear in personal and business
records.

' r
II ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 14
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SOFTWARE TECHNOLOGIES LTD.

Network and IT Data Types

Match data containing IPv4, IPv6, MAC, and employee
email addresses, which could reveal details about the
organizations internal network.

Internal Network
Information

Matches certificate files, which are usually encrypted,
encoded and contain the certificate, including the
identity information, public key, expiry date, and
signature.

Matches private key files, which are used to
authenticate connections to secure hosts (server,
website, webmail, etc.) and to decrypt its data.

Certificates and
Private Keys

Matches data containing entries of the Lightweight
Directory Access Protocol (LDAP), an application protocol
for querying and modifying data of directory services
implemented in Internet Protocol (IP) networks.

Active Directory or
LDAP Entries

I} r
“ ‘W softwareblades™  [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 15
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SOFTWARE TECHNOLOGIES LTD.

Intellectual Property Data Types

Match data containing programming language lines,
such as C, C++, C#, JAVA, Visual Basic, SAP, Python,
SQL Queries, and more.

Source Code

Matches documents containing U.S. patent related
data, forms and applications according to the United
States Patent and Trademark Office (USPTO).

Patents

Match file types used in graphic design applications
such as: Adobe Photoshop, Adobe lllustrator,
Solidworks, AutoCAD, Visio, and more.

Graphic Design
Files

|
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(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Human Resources Data Types

Match files containing pay slips, salary survey reports,

Pay Slips Information summary of wage and salary data.

Match Employee Names, emails, Performance Review

Employees :
Documents, Compensation Documents, and more.

Information

Recruitment
Information

Match documents containing Curriculum Vitae (CV).

I} r
“ ‘W softwareblades™  [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 17
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SOFTWARE TECHNOLOGIES LTD.

Finance Data Types

Annual, quarterly and other reports that are filed in the
U.S. Securities and Exchange Commission (SEC). Such

SEC Filings documents are considered highly restricted according to
SEC regulations and the Sarbanes-Oxley (SOX) Act of
2002.

SEC Forms Matched SEC Forms:

10-K, 10-Q, 20-F, 6-K, 8-K.

Matches documents containing financial reports that
are not formatted as reports filed in the Securities and
Exchange Commission (SEC).

Finance Reports

1 r
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SOFTWARE TECHNOLOGIES LTD.

Want to create your own data types?

I r
II " softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 19
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SOFTWARE TECHNOLOGIES LTD.

Word Data Types

o e
e se,,iﬁv-\ Uil .
e S 9T Matches a list of keywords.
ﬁ{?@%@i’% L
Keywo rds Pl @ Tt Example - My Organization
% e;h\“bo,,"’l vate | .
N el Names:

i'o %/;e% Wf‘:‘“ﬁf@
MW’SQ\“ =% «Checkpoint” , “Check Point”.

Matches a list of Patterns (Regular Expressions).
Example - USA Social Security Numbers:
\d{9}

\d{3}-\d{3}-\d{3}
(\d’ =digit, {} = amount of times it should appear)

Patterns

Matches a list of Words and Patterns in a weight-sum

. that you define.
Welghted Words Example - Java Source Code:

and Patterns e st IS Word: “public static void” , weight: 10

if (coul'\t

) a0l Pattern: “if(...)" , weight: 1

' r
II ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 20
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SOFTWARE TECHNOLOGIES LTD.

Dictionary and Templates

Supports a very large number of words and
phrases in various languages.

chtlonary Example - Adictionary of Personal Names.

INSURANCE CLAIM FORM

Ay parson who knowingly and il nkent to e, deifaud, or deceive 3y MSurance company or ofer

eSO Subits & insurEnce appiaion or SSEeTENE f Ciam Contanng any Materialy fse. moonpists
or misieading méomation my be COMTIVANG & CITE 8N may be SubEct B ol o il penalies
e — Match corporate templates and logos
Templates P —
T oo Towr = X e !‘—‘. cH) ¥ ‘4':
Telephone Number Date of Bt Make Femde | 3 ek ! @E , .‘ R
F payment was made to someone other than the 2 \W) o p “ K34
T e vy e pp———1 " % 3 = £ t_"'; '& 4. R /
Company Name Here / N2 B & Md] e
, / cash @@ 2@ A K &
i \ Receipt /& (L ; Q (CS Y €
VEEE - .,.,,0 I ;:'_; - N Kordtl
........ y 3 () 2w N e
; EOCOMS80S
e Y E#N@‘wﬁ
Total Amount Cue | R @ o - *.: . @ e ? E
.Mrcur: Received | | v [ :W 7 .) @ wizz ﬁ 5 .
fafance Due | :::‘ L

Signed By

' r
Il ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 21
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SOFTWARE TECHNOLOGIES LTD.

File Attributes

800+
File Formats

File Size

B Customer_Orders.xds

File Name @J Finance_Report_Q4.doc
'ECI admin_guide.pdf

|
Il ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 22
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SOFTWARE TECHNOLOGIES LTD.

Message Attributes

Message Size (\\ Ry KN A
S A QD
A

Number of Attachments Q % % % Q \(\(\J \(\(\J \(\(\J \(\(\J (N

Number of Words

5,
== —" ke

S

i < = =

(:»\/e L) balanc EK,‘SJ/
=2re =¥ Corms = VO [ oxD

' softwareblades” [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 23



Group Data Types

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Compound

Group

Data Type Wizard

A Compound Data Type

Each one of these data types must be matched

Add

Each one of theze data lypes must not be matched

Add

< Back ][ Mext > H Cancel ][ Help

A data type that contains multiple
data types in an AND or NOT
relationship, or both.

Group Members

At least one of the following Data Types must be matched:

Add || Edt. || Remove

Mame
Austria EU Data Protection Directive
Belgium EU Data Protection Directive
Czech Republic EU Data Pratection Directive
Denmark EU Data Protection Directive

Category

Supporting Data Types
Supporting Data Types
Supporting Data Types
Supporting Data Types

< 11

| b

A data type that contains
multiple data types in an OR
relationship.

If data matches any of the
data types in the group, it is
matched.

M
II ' softwareblades”

[Restricted] ONLY for designated groups and individuals
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SOFTWARE TECHNOLOGIES LTD.

CPcode Data Types

Open scripting language. Lets you:
CPcode Create completely new data types
Enhance existing data types
Customer needs to match “Australian Business
Example Numbers”
Example: 53004085616
11 digit number with a validation function
1. Create pattern data type to match 11 digit numbers
Solution 2. Cpcode validation function runs per regular
expression match

' r
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Fingerprint - Protect Files (4 Check Point

SOFTWARE TECHNOLOGIES LTD.

In Shared Repositories

View repository scan progress and status in the Smart Dashboard:

Repositories

| D New. > NEd. X Delete || /ipe: y Q
Nome ' Type Category Last Scan Next Scan
) Business Strategc Plans Frgerpeint 29 Business Information g Monday, January 07, 2013 10:45  Tuesday, 1/8/2013 12:37:46 PM Corporate Financial Reports
<+ Corporate Financal Reports  Fingerprint &7 Financal

[ saturday, January 05, 2013 9:13  Tuesday, 1/8/2013 12:28:25PM ‘

=+ Employee Pay Sips Fngerprint 6 HumanResources [ Monday, January 07, 2013 10:45  Tuesday, 1/8/2013 12:40:16PM Catogory R

Data Location

9 \\finance_server\SEC Reports\Unpublished

Total size: 643.27 GB
Number of files: 1,665,839 Files

Current Scan Status

G Coporate DLP B Success

Scan Schedule
Last scan Saturday, January 05, 2013 10:01 PM
Next scan: Tuesday, January 08, 2013 10:01 PM

| Stop Scan |

I} r
“ ' softwareblades™  [Restricted] ONLY for designated groups and individuals  ©2013 Check Point Software Technologies Ltd. 26



Fingerprint — Exact Match

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Exact Match — match the identical file from the repository

-:-Ehg

4| [

Quarterly Report 2012Q4 - Draftl.doc Date modified: 1/7/2013 1:56 PM
Microsoft Word 97 - 2003 Document

@ l\.../l vl | I\\finance_ser\.rer\SEC Reports\Unpublished Iv L | | Search reports e |
Organize * @ Open - Print Mew folder §== ~ [l @
¥ Favor Mame . Date modified Type Size

M Des || ] Quarterly Report 201204 - Draftl.doc 1/7/2013 1:56 PM Microsoft Word 9...
& Dov Quarterly Report 201204 - Draft2.doc 1/7/2013 1:56 PM Microsoft Word 9...
= Rec @J Quarterly Report 201204 - Draft3.doc 1/7/2013 1:56 PM Microsoft Word 9...
B Vearly Report 2012 - Draftl.doc 1/7/2013 1:56 PM Microsoft Word 9...

M Deskt ] Vearly Report 2012 - Draft2 .doc 1/7/2013 1:56 PM Microsoft Word 9.,
B Vearly Repert 2012 - Draft3.doc 1/7/2013 1:56 PM Microsoft Word 9.

) Vearly Report 2012 - Draftd.doc 1/7/2013 1:56 PM Microsoft Word 9...

W Vearly Report 2012 - Drafts.doc 1/7/2013 1:56 PM Microsoft Word 9.

" Y 3 &« » |+ Draftofthis ciuarter report --—ME\SEQE (HTML)

File Message

Calibri (Body)
B J U :=-

= ")

a8
E [
Paste

M

Clipboard ra

Z-A-

Insert Format Text Review

il Attach File v L%

20 attach Item ~
MNames

= 'IH 2 - [ signature ~

Basic Text I Include

Options

11 ov A A @

-

4

Tags

Hilohn,
Attached

Thanks,
Pau‘

jehi

| S

The Email message you have sent is quarantined 2
until further action

Quarterly Report 2012Q4 — Draftl.doc is z confidential
financial report

Dla

Please ent

[13]
48]
(D
o)
un

Q
[
w
(

a

= I confirm the sent information meets the company’s
policy

v”

‘TQ*J Check Point %

SOFTWARE TECHNOLOGIES LTO o N Userunec

|

18]
|||.

softwareblades-

[Restricted] ONLY for designated groups and individuals

©2013 Check Point Software Technologies Ltd. 27



Fingerprint — Partial

Match

Partial Match - match part of a file from the repository

DB DB S |[e] [ []]e-

Tools @ Sign Comment

Business Activities and Targets

Check Point

SOFTWARE TECHNOLOGIES LTD.

Marketing
Establish a reputation in the floricuture industry for premuum quality cut flowers
« Target Prices: Roses == $0.55 per stem; Freesia == $2.40 per
bunch; Alstroemeria == $3.00 per bunch
. Expand retail and auction sales by 5% per year.

Mm;yyd&ﬁo@m:ﬂmmd

o Yields: Rnsa: --210:0:::::1;:11112 - Freesia — 28 bunches per m?;
Alstroemeria — 36 bunches per m?
hﬁeemmlpmbhmbymydqmmmud

fertilizer and using biological controls and IPM.

Labour : ;
« Establish a safe working environment through training programs
and supervision
« Productive work force with low tumover, through careful selection

and screening. training programs, regular performance reviews, and
related management activities.

Financial
« Establish a profitable business with a positive net mcome within two

years; finance annual operating expenses from retained eamungs
within three years.

« Reduce cash flow requirements by financing buildings and land over
a 15 year term; pay out mortgage within 8 years.

Projected Income and Net Worth

33 ® o - s MainProduction Targets - Message (HTML) = rcy
lf}ff”' Message Insert Options Format Text Review o o
f “‘}\ 4 Times New Roman *iti1 <A A i @ Attach File v l’;\\ |
“J oy B I U =-j=- ke - § attacntem <
5 P ames ags
Poste 2 . A. W= = fele @ = Cinnatisa > 2 || Zoom

The Email message you have sent is quarantined

policy

o until further action

Pi Email’s body contains confidential corporate information
Please enter a reason for sending t formatio

irh [~ I confirm the sent information meets the company’s =

v

Item Year One Year Two Year Three
Revenue [201.000 27 1.000 314.000 i
Net Income{ (10,538) 37.691 66918 - @ Qnrl?:(;l(mgglnvtn \'\. UserCheck
1 r
” " softwareblades” [Restricted] ONLY for designated groups and individuals

©2013 Check Point Software Technologies Ltd. 28
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SOFTWARE TECHNOLOGIES LTD.

Whitelist Policy

= Whitelist — easily define files that will not be matched by the DLP policy

Whitelist Policy

Whitelist Fles

| Type fo Search 5 fems Q| 4+ Add.. @& View.. > Remove

Mame Size Date added

@J Sales Presentation.pptx 166.31KE  Tuesday, December 11, 2012 5:24:39 PM
LF:IJ Product Whitepaper.doc 291,5KB  Monday, January 07, 2013 12:35:24FM
'E] user guide.pdf 12496 KE  Monday, January 07, 2013 12:36:22 PM
LF:IJ Public Datasheet.doc 291,5KB  Monday, January 07, 2013 12:37:18 FM
'E] price catalog.pdf 12496 KE  Monday, January 07, 2013 12:33:24PM

< |

Whitelist Repositories

| Type fo Search

Ziems Q|| + Add..

% Edit... > Remove

Mame
1Y Press Releases

ser Manuals

Comments
Published press releases

Public user manuals

1
“ ' softwareblades-

[Restricted] ONLY for designated groups and individuals

©2013 Check Point Software Technologies Ltd.
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SOFTWARE TECHNOLOGIES LTD.

DLP Actions

The user gets no notification. ADLP log

Detect »@ incident is created, and the actual data is
& stored.
'_, DLP notifies the user that the captured traffic violates
Inform User K DLP rules. The traffic is passed.

DLP notifies the user that the message is being held
and contains a link to the DLP Portal, where the user
Ask User decides whether the transmission should go through or
. be dropped. User decisions, and reasons for sending,
are logged for your analysis.

The traffic is blocked. The user and the Data
Prevent Owner may be notified.

|
Il ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 30
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SOFTWARE TECHNOLOGIES LTD.

Visible and Hidden Watermarks

Add visible and invisible markings to Microsoft Office documents (2007/10) when sent as email attachments:

Visible watermarks alert users to sensitive document content when viewed or printed.
- Add customized text footer to PowerPoint slides: “Highly Restricted, sent by John Smith on

7/7/11”.
- Add a large diagonal “Classified” visible watermark at the first page of Word document that
m atc Exceptions | Action Track Install On Time
D B Log £3 DLP Blad e A

None 7 Detect %; 1[::::; Vser [# DLP Blades | & Any |:>

1 7 Detect G Ask User [®| DLP Blades | [& Any ey ek o et e et o

None 7 Detect W Prevent DLF Elades Any

Watermarks 4 Without Watermark ul: I;T:’;‘, ol
Maone @ Detect
Invisible enly
Nane fl tnform User | [2] Log d Restricted
Classified
None 2 Ask User 2 Log d New..

Hidden watermark (encrypted) provide a way to tag documents without impacting
formatting.

- Does not impact visible document formatting
- Can be used for forensic analysis to track leaked documents

’ M
I HH softwareblades™ ©2013 Check Point Software Technologies Ltd. 31



(-] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

DLP Exchange Agent

The Exchange Security Agent is a Check Point agent on the organization's
Exchange Server. It enables inspection of internal and outgoing emails.

Policy, Status, Statistics

SIC

Check Point Agent

Message (copy), result

Iy TLS

Transport Service

Exchange Server

2007/2010 Security Gateway R75.20

I} r
“ ‘W softwareblades™  [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 32



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

ldentity Awareness

When ldentity Awareness and DLP blades are enabled on the same gateway:

Access role objects can be used in the Source or Destination column of a
DLP rule.

A A N
A A A
ﬂ:) % m SmartEvent, SmartLog and SmartView Tracker logs identify users that violate
the DLP policy.

Email notifications can be sent when DLP violations occur using the FTP

or HTTP protocols.
J@n

- The DLP can redirect HTTP traffic of unknown user to “Ildentity Captive
Portal” for authentication.

I
Il.“* softwareblades™

©2013 Check Point Software Technologies Ltd. 33



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Privacy

The admin can choose not to store original message in the DLP log. There are 4 options:
Yes: saves the original incident as before.
Only as text: Saves the incident in an HTML format.
Don’t Store: If only this rule is matched, don’t store the incident.
Delete: Don’t store the incident, even if other rules are marked as Yes.

Data Loss Prevention (DLP) Policy

‘ B B | |I'_"}pefo Search Q.| | Grouping: Category -

Source Destination Exceptions Action Install On Time

=l 8% BestPractice (7)

Cutlook Message - Con... My Organization £ Outside My Org "er' Detect

| @a Database File = My Organization | (% Outside My Org None @ Detect 3 g m Alert des | (&l Any
| g Large File a My Organization | (E)Free Email Dom... | None @ Detect 2 Lq g SMMP Trap des | [&] Any
@ User Defined
" | @ External Recipient in BCC = My Organization | & Outside My Org Mone @ Detect El Lg @ Uzer Defined 2 des [%] Any
* o4 External Recipient and ... = My Organization | [&] Outside My Org Naone @ Detect EI Lg @ User Defined 3 des [ any
* .'A. Inappropriate Language = My Organization [%| Dutside My Crg None ﬂ Inform User E’l L | Store Incident b | Yes
° Only as Text
" | @a Password Pro ile y Organization utside My Crg one ser og
# P d Protected File | EJ My Organizat [ Outside My O N 2 Ask U ER ll EIDLPBI
« | Don't Store
= B Business Information (3) T
elete ]
# | &a Customer Mames = My Organization | (% Outside My Org None @ Detect 3 Log il | (&l DLP Blowes=—rrmrerry
4 Classified

||r 1
I "I softwareblades™ ©2013 Check Point Software Technologies Ltd. 34
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SOFTWARE TECHNOLOGIES LTD.

Data Owners

Send the original message (email) to data owner

Edit Search  Wind H
@O BE AR B ATl VaEE 4| EH:

3 Welcome [ 3 Firewall | 725 NaT | 8 Agplication & URL iteing| ™ Date Loss Prevenon | () 195 | @ nt-Bot & Anti-irus| ES Anti-Spam & Mil] 6 Moble Access | @) 1Psec veh | B o5 | 15 Desktop

nage

(@ O Policy OO @ ren
@ Palcy
g Data Types Iﬁ & ‘ Type fo Search Q ‘ Grouping: ~ Category - I
. a My Organization
qu Gateways 5 o A A E
11t Additional Sett "
s cliona] Setngs &) B Best Practice (7) pad ' When data is matched, send an email to the following recipients:
7 1
| ha Cutiook Message - Con... a My Organizaton | [ Outside My Org | None @ Detect Blog IH]’EDLP Blades @' I
) Track Logs e 1 + Add.. § Edt. X ]
4
Analyze & Report® - — .
E v P # | g Database File aMy Organization | [ Outside My Org | None @Debect B Log/' ol | [ DLP Blades _,@' Name Send Original Incident I
-
2 A Data Owners |
—l My Organization Free Email Dom. .. '6 Detect
- ] Emel. | =
| gy External Recipient in BCC a My Organization  [& Outside My Org | None @ Detect P Blades
‘% Log “~\~ ' I
| g Internal Users and & N... a My Organization  [& Outside My Org | None @ Detect EI“ Alett P Blades I
\,
o} G‘PjMP Tp [ |
| g Inzppropriate Language aMy Organization | [ Outside My Org | None fl Inform User @ US!{ Defined P Blades @' The email to the above recipients can be customized to contain I
a User‘D\eﬁnedl ’ specific text for this nule. I
| g Password Protected Fil a My Organization (& Outside My Org | None G2 sk User % User D%ed 3 P Blades @' @ Use the default text:
B — 1 . = L4
1) B2 Business Infarmation (7) N The Check Point Data Loss Prevention system has found
. ) toreTocicen B ’ traffic which matches a ule.
| ga International Bank Acc... a My Organizaton | (% Outside My Org | None @ Detect E TN TTETOLR Blades @' I
\ ' (7)) Customize: I
| g General Business Data ... a My Organizaton | (%] OutsideMyOrg | 1 @ Detect Blog Al @‘DLP Blades [l I
\ ' -
| ga Mergers and Acguisito... a My Orgarization | [ Outside My Org | None @ Detect Bilog 4 & Dtﬁ‘E\ades
= |
| =1
\ y
¥ |
| [ ok | [ cancd | [ hHeo | |

i ‘
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Users UNDERSTAND
the security policy

The Email message you have sent is quarantined #
until further action

Customer_Orders.xlsx appears to contain credit card
numbers.

I need to share this data with
our business partner.

~ 1 confirm the sent information meets the company’s
policy v

| Send |} Discard J Cancel |

g ockront

Switch from Detection
to PREVENTION

| [
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SmartlLog

Easy and fast filtering - Check Point SmartLog transforms data into security
intelligence. split-second searches that provide instant visibility into billions of log
Records | PCI- Credit Card Numbers | 40404037

17223219

PCI - Credit Card Numbers Open ‘ ‘

Email attachment - not office {

Email attachment - not office { | Add to Filter 3 AND PCI - Credit Card Numbers |

Inappropriate Language NOT PCI - Credit Card Nurnbers

PCI - Credit Card Mumbers Copy cell to clipboard OR PCI - Credit Card Numbers

[E::Z::;;::::l;::;:mm Ecpyiodjiocipbead OR NOT PCI - Credit Card Numbers

Email attachment - not office § View Incident Attachment... =

Inappropriate Language

Email attachment - not office § View Rule in SmartDashboard...

Inappropriate Language

PCI - Credit Card Numbers Go to DLP Rule...

PCI - Credit Card Numbers

PCI - Credit Card Numbers Clear

Inappropriate Language ™ eal

Q, action:Detecf AND "PCI - Credit Card Numbers”
Found 8 results {3 ms)
£ Time Blade Type DLP Incident W... Severty o Action Sender DLP Recipients | DLP Rule Name Source Destination

Today 13:25:30 T DLP Log {FBE13F58-EB7... L Medium :\} Detect adir@checkpoi.. adi_ext@extern. | PCI - Credit Card Numbers | 40404037 172.23.2719
Today 132514 T DLP Log {FE3D059A-470... & Medium ::,: Detect adir@checkpoi.. adi_ext@extern.f PCI- Credit Card Numbers 40404037 172.23.2719
Today 13:2508 T DLP Log {55422A87-0CE.. 0 Medium ::,: Detect adir@checkpol.. adi_ext@extern.f PCI - Credit Card Numbers 40404037 172.23.2719
Today 13:2407 T DLP Log {562CEB49-703... L Medium ::,: Detect adir@checkpoi.. adi_ext@extern.f PCI- Credit Card Numbers 40404037 172.23.2719
Today 11:56:09 T DLP Log {5F4FF832-108.. . Medium ::: Detect adir@checkpol.. adi_ext@extern.f PCI - Credit Card Numbers 40404037 172.23.219
Today 11:55:58 T DLP Log {70166741-DC... 0 Medium ::: Detect adir@checkpoi.. adi_ext@extern.f PCI - Credit Card Numbers 40404037 172.23.219
Today 11:23:30 T DLP Log {4D0A3BDA-33.. . Medium ::: Detect adir@checkpol.. adi_ext@extern.f PCI - Credit Card Numbers 40404037 172.23.219

I
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SmartEvent

The SmartEvent is a Check Point blade designed for analyzing Check Point
and third-party devices logs and creating events based on these logs.

Overview [view: @ 58 |7 [W @& & ||© Lost7Days- 57 Customize View= || 3D Securty Analyss Report |

Timeline View L@ X

DLP Incidents, not prevented due to policy (By Number of Events)

LZS. \"4 o\ \_"10‘ ,2-9\ {74V \50 164 \" 20 b
ALL DLP Events (By Number of Events)
\.-"'25h \"4 0 ) \-"'10' ,2-9\ ." 74 \ \60 .‘ B84 \ \" 20"

| | | 1 | | | | 1 | | | | | | | | | 1
5/13 10/7/13 10/8/13 10/9/13 10/10/13 10411712 10/12/13  10/13/13  10/14y13 10415713 10/16/13 10/17/13 10/18/13 10/19/13 10/20/13 10/21/13 10/22/13 10/23/13 10/24/13

[ [ (]

DLP / All Events o m
YC ¥ DLP FRule Name FTS. TlastTi TSeTi. T T T OLP Addtio F Sender ¥ Recipients F Target Serv.. ¥ DLP Subject ¥ DLP Catsgory ¥ Source F Destination T Service T Incident ID
& 503 \P.g-ml Protected File \ ) 512 Recipients Best Practice & Sources 17 Destinations  smtp [tcp/25]

B 339 PaySlip File & 497 Recipients Best Practice 23 Sources 34 Destinations  smitp [tep/25]

= 32 Active Directory or LDAP Entries D [ 14 Recipients Networkand IT 9 Sources 6 Destinations smitp [tep/25]

E 27  Source Code [==="s} W 53 Recipients Intellectual Pro... 9 Sources 10 Destinations  smtp [tcp/25]

& 25  Outlook Message - Confidential & 33 Recipients 6 DLP Categories 6 Sources 10 Destinations ~ smitp [tep/25]

& 21 Corporate Large File to Webmail D [ 24 Recipients Business Infor... 6 Sources 12 Destinations  smitp [tep/25]

& 19 PCI - Credit Card Numbers [wwwre ] W 33 Recipients Compliance 6 Sources 6 Destinations smtp [tcp/25]

= 14 PCI - Magnetic Stripe Data & 27 Recipients Best Practice 4 Sources 4 Destinations smitp [tep/25]

=] CAD-CAM Designs or Graphic Design File [ 13 Recipients Intellectual Pro... 5 Sources 5 Destinations smitp [tep/25]

=] Pay Slip File @D W 3 Recipients Human Resour... 2 Sources 2 Destinations smtp [tcp/25]

=] pivot table ¥ 15 Recipients 2 Sources 3 Destinations smitp [tep/25]

I
|. " softwareblades- [Restricted] ONLY for designated groups and individuals ©2013 Check Point Software Technologies Ltd. 38



(] Check Point

SOFTWARE TECHNOLOGIES LTD.

SmarteEvent

’
{5} EN0OD000S0 - DLP Incident
Example of a DLP even
Zy DLP Incident: $ Ask User
Action @ Ask User - 9
DLP Additional Action None I |
I k]
DLP Rule Name Financial Reports II 1 Ié.-_: LE v % Q
Sender adir@checkpoint.com Quick Move Tags |Editing| Zoom
Recipients adi_ext@external.com Steps - v T v II
pual@gmail.com / Delete | Respond |Quick Steps l?.l | | | Zoom |
DLP Subject FW: Fi Draft
Original e-mail 2 View emil From: adir <adir @checkpoint.com = Sent: Tue 10/29/2013 4:06 PM
DLP Category m— To: pual @gmail.com; adi_ext@external. com
Data Type Financial Reports ‘ e
. Subject: FW: Finance Report Draft
Relevant Data Type Report Files ‘ --------------------------------------------------------------------------------------------------------------------------
Financial Report Term
Financial Report Termi- Unique
My Organization Name‘(
Message Size | |
| Word List My Organization Name: c?\eckpoi Hi Paul,
Point [3 matches]...
| ) . . .
| Action Reason Rule Base \ Attached is the draft for our financial report for Q4 as you requested. 3
f DLP File Name Finance Report Q4 - draft.do‘ 1
\ Thanks,
User Response Pending ‘ Adi |f

Message to User You have sent a message which
matched by .. »

Confirmation Scope For this rule

Related Events Show related events

State @ Open

Event Owner

Previous @ a Next

I
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SmarteEvent

From the SmartEvent GUI, the admin can decide to release emails from

guarantine:

1 Show Event Details
Exclude from event definition...
Copy 4
DLP Actions 4 Send from quarantine... I
o e Do Mot Send frem quarantine...
Hide Colurmn
Edit User Filter
Grouping »
I 1 I I 1 I I 1 Ticketing 4 I I 1
15:20 15:25 15:30 15:35 15:40 15:45 15:50 15:55 Event Definition Actions 5 15 16:20 16:25 16:30 1

Additional Information »

DL Events S ety e .

FEs ¥ DLP Rule Name TS. TlestTi. TSatTi.. T T 7T DLPAddtio.. ¥ Report Event to Check Point P Target Serv... T DLP Subject T DLP Categor

| . . - . .

2 Financial Reports 2. MNone Go to DLP Rule Base.. FW: Finance Re... Financial

Financial Reports ) 16:10:3229... 16:10:30 29... 2 Mone l_:runw FW: Finance Re... Financial

'
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Check Point Data Loss Prevention - Summary

Simple to Prevent
Data Loss

Engage and Educate
End-Users

Unified with Check
Point Architecture

I
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We Secure the Internet.

(3 Check Point '

Thank You
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