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Source 

1 Check Point Mobility Survey, Dec. 2012  
2 Check Point Security Report  

90% of organizations  

allow storing business 

data on smartphones1 

69% of businesses 

share data using 

public cloud services2  

Data leaving to uncontrolled environments 

Data Travel Fast — 
Smartphones and Sharing Apps 
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Control the Access and Usage  
of Business Data 

Available 
anywhere 

Smartphones  

and Tablets 

Data 

Collaboration  

Encrypt Data in Uncontrolled Environments  

Set Authentication & Access Rights to Data 

Be Able to Revoke Access to Data if Needed 

Endpoint and USB Devices  
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Mobile Information Protection Solution 

Media Encryption Data Loss Prevention Full Disk Encryption 

Mobile Security Document Security 

http://www.istockphoto.com/icons.php
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Check Point Mobile Security 

Check Point  

Mobile Enterprise 

Protected Business 

communication 

Single Sign On 

Online/Off-line access 

VPN tunnel for any App 

Automatic connect 

IPsec or SSL VPN 

Check Point  

Mobile VPN 

https://play.google.com/store/apps/details?id=com.CheckPointVpn
http://itunes.apple.com/us/app/check-point-mobile/id386521721?mt=8
http://itunes.apple.com/us/app/check-point-mobile-vpn/id506669652?mt=8
https://play.google.com/store/apps/details?id=com.CheckPointVpn
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Check Point Document Security 

The security policy follows  

the document and its entire content  

Share documents securely with  

authorised co-workers & business partners 

Simple access to documents from  

PC, Mac, Smartphones and tablets 
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Check Point Endpoint Security 

Stop unwanted traffic, prevent malware  

and block targeted attacks 

Automatically and transparently secure all 

information on endpoint hard drives 

Protects your endpoint from unsecure, 

malicious and unwanted applications 

Provide secure, seamless access  

to corporate networks remotely 

Centrally enforceable encryption  

of removable media and port control 

Unified Security Management with true visibility 
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Secure Business Data in Motion: 
Check Point DLP Blade 
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Data Loss Incidents 

[Restricted] ONLY for designated groups and individuals 

Of businesses 
experience  
data loss  

Source: Check Point 2013 Security Report, among 900 organizations 

54% 
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Data Loss Incidents 

[Restricted] ONLY for designated groups and individuals 

Source: Check Point 2013 Security Report, among 900 organizations 
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Engage and Educate 

End-Users 

Simple to Prevent 

Data Loss 

Unified with Check 

Point Architecture 

Check Point Data Loss Prevention 

[Restricted] ONLY for designated groups and individuals 
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Best Practices Data Types 

[Restricted] ONLY for designated groups and individuals 

File Types 
Match more than 800 File formats, Password 

Protected Files, Large Files, and more. 

Inappropriate 

Language 

Match data containing inappropriate behavior such as 

curses, gambling, and pornographic terms. 

Email 

Typosquatting  

Domain typosquatting is an attack commonly used to 

spread malwares into users' web browser. This attack 

can also be used to harvest emails by setting up email 

servers with domains that are very similar to your 

organization's domains or sub-domains. 

Messages 

Match different types of messages, for example:  

• Confidential Outlook Message 

• External Recipient in BCC 

• Internal Users and a New External Recipient 
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Business Information Data Types 

[Restricted] ONLY for designated groups and individuals 

Business Numbers 

Business Plans 

Corporate Information 

Match sensitive corporate numbers such as:  

• International Bank Account Numbers (IBAN) - both 

electronic and print format. 

• Value Added Tax (VAT) identification numbers. 

• Corporate and Business identification numbers. 

• And many more 

 

Match documents containing a Business Plan – A 

document that outlines a firm's financial and operational 

goals and benchmarks. 

Match sensitive corporate information such as: 

• Mergers and Acquisitions Data 

• Corporate Press Releases 

• Shipping Information 

• And many more 
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Personal Information Data Types 

[Restricted] ONLY for designated groups and individuals 

National Identity 

Numbers 

Names and 

Surnames 

 Addresses 

Phone Numbers 

Used by governments of many countries as a means of 

tracking their citizens for the purposes of work, taxation, 

health care, and other governmentally-related functions. 

Matches data containing information such as cities, 

states, zip codes, etc.  

Match data containing phone numbers from different 

countries, which may appear in personal and business 

records. 

Matches a large amount of common names and 

surnames from a variety of countries and languages. 
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Network and IT Data Types 

[Restricted] ONLY for designated groups and individuals 

Internal Network 

Information 

Certificates and 

Private Keys 

Active Directory or 

LDAP Entries 

Match data containing IPv4, IPv6, MAC, and employee 

email addresses, which could reveal details about the 

organizations internal network. 

• Matches certificate files, which are usually encrypted, 

encoded and contain the certificate, including the 

identity information, public key, expiry date, and 

signature.  

• Matches private key files, which are used to 

authenticate connections to secure hosts (server, 

website, webmail, etc.) and to decrypt its data. 

Matches data containing entries of the Lightweight 

Directory Access Protocol (LDAP), an application protocol 

for querying and modifying data of directory services 

implemented in Internet Protocol (IP) networks. 
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Intellectual Property Data Types 

[Restricted] ONLY for designated groups and individuals 

Source Code 

Patents 

Graphic Design 

Files 

Match data containing programming language lines, 

such as C, C++, C#, JAVA, Visual Basic, SAP, Python, 

SQL Queries, and more. 

Matches documents containing U.S. patent related 

data, forms and applications according to the United 

States Patent and Trademark Office (USPTO). 

Match file types used in graphic design applications 

such as: Adobe Photoshop, Adobe Illustrator, 

Solidworks, AutoCAD, Visio, and more. 
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Human Resources Data Types 

[Restricted] ONLY for designated groups and individuals 

Pay Slips Information 

Employees 

Information 

Recruitment 

Information 

Match files containing pay slips, salary survey reports, 

summary of wage and salary data. 

Match documents containing Curriculum Vitae (CV). 

Match Employee Names, emails, Performance Review 

Documents, Compensation Documents, and more. 
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Finance Data Types 

[Restricted] ONLY for designated groups and individuals 

SEC Filings 

Finance Reports 

Annual, quarterly and other reports that are filed in the 

U.S. Securities and Exchange Commission (SEC). Such 

documents are considered highly restricted according to 

SEC regulations and the Sarbanes-Oxley (SOX) Act of 

2002. 

Matches documents containing financial reports that 

are not formatted as reports filed in the Securities and 

Exchange Commission (SEC). 

Matched SEC Forms: 

10-K, 10-Q, 20-F, 6-K, 8-K. 
SEC Forms 
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Want to create your own data types? 
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Word Data Types 

[Restricted] ONLY for designated groups and individuals 

Keywords 

Patterns 

Weighted Words 

and Patterns 

Matches a list of keywords. 

Example - My Organization 

Names: 

“Checkpoint” , “Check Point”. 

Matches a list of Patterns (Regular Expressions). 

Example - USA Social Security Numbers:  

\d{9}  

\d{3}-\d{3}-\d{3} 

( ‘\d’ = digit , ‘{ }’ = amount of times it should appear) 

Matches a list of Words and Patterns in a weight-sum 

that you define. 

Example - Java Source Code:  

Word: “public static void” , weight: 10 

Pattern: “if(…)” , weight: 1 
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Dictionary and Templates  

[Restricted] ONLY for designated groups and individuals 

Match corporate templates and logos  

Dictionary 

Supports a very large number of words and 

phrases in various languages. 

Example -  A dictionary of Personal Names.  

Templates 
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File Attributes 

[Restricted] ONLY for designated groups and individuals 

800+  

File Formats 

File Size 

File Name 
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Message Attributes 

[Restricted] ONLY for designated groups and individuals 

Message Size 

Number of Attachments 

Number of Words 
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Group Data Types 

[Restricted] ONLY for designated groups and individuals 

Compound 

Group 

A data type that contains multiple 

data types in an AND or NOT 

relationship, or both. 

A data type that contains 

multiple data types in an OR 

relationship. 

If data matches any of the 

data types in the group, it is 

matched.  
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CPcode Data Types 

[Restricted] ONLY for designated groups and individuals 

Open scripting language. Lets you: 

• Create completely new data types  

• Enhance existing data types 

   
 

CPcode 

Example 

Customer needs to match “Australian Business 

Numbers” 

• Example: 53004085616 

• 11 digit number with a validation function  

Solution 

1. Create pattern data type to match 11 digit numbers 

2. Cpcode validation function runs per regular 

expression match 
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View repository scan progress and status in the Smart Dashboard: 

 

[Restricted] ONLY for designated groups and individuals 

Fingerprint - Protect Files  
in Shared Repositories 
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Fingerprint 

Exact Match – match the identical file from the repository 

 

 

[Restricted] ONLY for designated groups and individuals 

Fingerprint – Exact Match 
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Partial Match - match part of a file from the repository 

 

 

[Restricted] ONLY for designated groups and individuals 

Fingerprint – Partial Match 
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 Whitelist – easily define files that will not be matched by the DLP policy 

[Restricted] ONLY for designated groups and individuals 

Whitelist Policy 
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DLP Actions 

[Restricted] ONLY for designated groups and individuals 

Detect 
The user gets no notification. A DLP log 

incident is created, and the actual data is 

stored. 

DLP notifies the user that the captured traffic violates 

DLP rules. The traffic is passed. 

 

DLP notifies the user that the message is being held 

and contains a link to the DLP Portal, where the user 

decides whether the transmission should go through or 

be dropped. User decisions, and reasons for sending, 

are logged for your analysis. 

 

The traffic is blocked. The user and the Data 

Owner may be notified. 

Inform User 

Ask User 

Prevent 
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Add visible and invisible markings to Microsoft Office documents (2007/10) when sent as email attachments: 

 
Visible watermarks alert users to sensitive document content when viewed or printed.  

• Add customized text footer to PowerPoint slides: “Highly Restricted, sent by John Smith on 

7/7/11”.  

• Add a large diagonal “Classified” visible watermark at the first page of Word document that 

matches a certain DLP rule. 

 

 

 

 

 

 

 

 

 

Visible and Hidden Watermarks 

Hidden watermark (encrypted) provide a way to tag documents without impacting 

formatting. 

• Does not impact visible document formatting 

• Can be used for forensic analysis to track leaked documents 
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DLP Exchange Agent 

[Restricted] ONLY for designated groups and individuals 

The Exchange Security Agent is a Check Point agent on the organization's 

Exchange Server. It enables inspection of internal and outgoing emails.  

Exchange Server 
2007/2010 

Transport Service 

Check Point Agent 

Security Gateway R75.20 

DLP Software 
Blade 

SIC 

TLS 

Policy, Status, Statistics 

Message (copy), result 
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When Identity Awareness and DLP blades are enabled on the same gateway: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

. 

 

 

Identity Awareness 

• Access role objects can be used in the Source or Destination column of a 

DLP rule. 

 

• SmartEvent, SmartLog and SmartView Tracker logs identify users that violate 

the DLP policy. 

 
• Email notifications can be sent when DLP violations occur using the FTP 

or HTTP protocols.  

 

• The DLP can redirect HTTP traffic of unknown user to “Identity Captive 

Portal” for authentication. 
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The admin can choose not to store original message in the DLP log. There are 4 options: 

Yes: saves the original incident as before. 

Only as text: Saves the incident in an HTML format. 

Don’t Store: If only this rule is matched, don’t store the incident. 

Delete: Don’t store the incident, even if other rules are marked as Yes. 

 

 

Privacy 
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Send the original message (email) to data owner 

Data Owners 
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Engage and Educate end users  
with Check Point UserCheck™ 

Users UNDERSTAND  
the security policy 

Switch from Detection  
to PREVENTION  

I need to share this data with 
our business partner. 
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SmartLog 

Easy and fast filtering - Check Point SmartLog transforms data into security 

intelligence. split-second searches that provide instant visibility into billions of log 

Records. 
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The SmartEvent is a Check Point blade designed for analyzing Check Point 

and third-party devices logs and creating events based on these logs. 

SmartEvent 



39 ©2013 Check Point Software Technologies Ltd. 

Example of a DLP event: 

 

[Restricted] ONLY for designated groups and individuals 

SmartEvent 
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From the SmartEvent GUI, the admin can decide to release emails from 

quarantine: 

 

 

[Restricted] ONLY for designated groups and individuals 

SmartEvent 
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Engage and Educate 

End-Users 

Simple to Prevent 

Data Loss 

Unified with Check 

Point Architecture 

Check Point Data Loss Prevention - Summary 

[Restricted] ONLY for designated groups and individuals 
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Thank You 


