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Customer Journey to the Cloud 
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Security and compliance concerns prevent many of our 
customers from advancing in their cloud journey. 

I want to reduce IT costs 

through server consolidation, 

but if I can’t secure and audit 

business critical apps using 

existing processes, I’m not 

going virtual in the first place, 

let alone cloud. 

Efficiency 

I want to automate IT to keep 

developers and other users in-

house and under our control – 

but security isn’t agile and 

misconfigurations put us at risk. 

Automation 

Economics tell us that cloud is 

the only way to get cost effective 

BCDR…but what is that provider 

doing with my data? And can 

another tenant access my data? 

Availability 



VM Encryption Can Help Clear Obstacles to the Cloud 
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vCNS partners such as SafeNet provide data encryption 
solutions to ensure confidentiality across cloud infrastructures.  

I’m ready to virtualize 

because I know that VMs 

with sensitive data will 

always remain encrypted at 

rest, regardless of the 

backend storage device. 

I can get cost-effective services 

from a 3rd party provider  

 – such as capacity on demand 

and disaster recovery – without 

worrying about unauthorized 

access to my data. 

My encryption policies are tied 

to VMs and other logical 

constructs so that when they 

move within my data center or 

to other clouds, they are 

automatically protected. 

Efficiency Automation Availability 



Cloud Risks 
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• Do I have control of my data? 

 

• Who is accessing my data? 

 

• Where is my data? 

 

• Is InfoSec going to stop me from 

moving to the cloud? 



Virtualization Risks 

How secure is my data in a virtualized world?     

VMs are easy to copy (and steal). 

VMs are easy to move. 

VMs introduce a new class of 

privileged users and 

administrators—server, storage, 

backup, and application—all 

operating independently. 

VMs have multiple instances, 

snapshots and backups of data. 

And what about your Disaster 

Recovery site? 
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Storage 
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Closing Virtual Datacenter Security Gaps  

Certified by VMware 

Comprehensive encryption of VMs and storage 

Solves critical challenges of security, 

governance and control of data in a virtual 

infrastructure or cloud 



Anatomy of Securing a Virtual Datacenter 
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Virtual Machines 

ProtectV Client is installed 

on your VMs.  

ProtectV Manager is a virtual 

machine that runs as a VM in 

a VMware environment.  

KeySecure is a hardware-based 

high-assurance enterprise key 

management  solution. 
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ProtectV Components 

• Policy creation/management /enforcement 

• VM authorization 

• Key cache 

• Log aggregation 

• Reliable delivery 

• Migration/encryption 

• Security process scale out 

ProtectV Manager – Control/Scale Out/Integrate 

• Preboot environment 
• System partition encryption 
• Volume /data partition encryption 
• Application transparent encryption 
• Linux and Windows support 

ProtectV Client – Protected VMs 

• Hardened appliance 

•  FIPS 140-2 L3 

• Key lifecycle management 

• Audit 

KeySecure – Management/ Audit 



SafeNet ProtectV on Instances 

Cloud/ 

Virtual Servers 

Cloud/ 

Virtual Storage 

Encrypted Instance 

•AES 256 

• Pre-Launch Authentication 

• Policy + Key Management 

• Protected Volumes 

ProtectV Protection 
• OS does not boot without authentication 

• Entire instance encrypted, protecting OS 

•  Attached volumes encrypted 

• Supports thin provisioning critical to cloud 

• Encrypt all data written to disk 

• Central Key Management for strong control 

• Resists brute-force attacks on keys 

• Supports protected snapshots 



ProtectV: How It Works 

© SafeNet Confidential and Proprietary 

Select machines with 

sensitive data 

Centrally set and apply 

security policies 

Tell client machines to encrypt 

data with the right key 

Authenticate before VM is 

launched 

Clients get the encrypt 

command and key— 

and start encrypting the data! 

ProtectV 

Manager 

ProtectV 

Client 

KeySecure 



ProtectV and Scaling in Large Environments 
ProtectV and ProtectV Manager 

ProtectV Client 

ProtectV Manager 

Encrypted Instance – AES 256 
Pre-launch Authentication 
Centralized Policy & Key Management 
Capable of managing up to 1500 servers 
Active/Passive High Availability 

Protected VM 

Protected  Storage 

KeySecure 

HA 

High Assurance 
Option 



ProtectV Deployment Scenario 
 

Private 

Public 

On Premise 

ProtectV Manager  
(High Availability) 

Enterprise 

Key Manager 
(High Availability) 

ProtectV Solution Components: 

• ProtectV Client 

• ProtectV Manager 

• Enterprise Key Manager 

ProtectV Client 
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ProtectV 
Elasticity, agility, and large scale architecture 

Traditional and Virtualized 

Data Center 

Design Factors 
• Integration to cloud management platforms 

• Scalability to large scales, across cloud zones as well as cloud providers 

• Key management to preserve elasticity and true data portability across cloud 



ProtectV: Environments, Impact, Products 

 ProtectV currently supports the following environments: 

• Amazon Web Services EC2  

• Amazon Web Services VPC 

• VMware vCenter 4 or 5 

 ProtectV impacts performance by 10% - 15% in standard         

AWS EC2 scenarios 

 Complementary products to ProtectV: 

• KeySecure (k150 and k460) 

• DataSecure (i150 and i450) 
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ProtectV: Secures the Entire VM Lifecycle 

Every day that you power on VMs, ProtectV 

makes it efficient, fast, and automated 

You must be 

authenticated and 

authorized to 

launch a VM 

All data and VMs are 

encrypted 

 

 

Every time you    

delete a key, it  

“digitally shreds”  

the data, rendering  

all copies of  VMs 

inaccessible 

Every copy of VM 

in storage or 

backup is 

encrypted 

 

Power On  

Start 

Daily Operations Snapshot 

Delete 
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ProtectV Delivers Complete VM Encryption 

 

16 

 Encryption of entire VM 

 Encryption of system/OS partition 

 Encryption of data partition 

 Encryption of associated snapshots 

and backups (DR sites etc.) 

Entire VM is 

encrypted 

Secured Volumes 

Secured VMs 

 



ProtectV Delivers Ownership & Control of Your 

Data 

 
 Pre-launch user authorization to 

access a VM 

 Separation of duties between 

storage, VI and security 

administrators 

 Hardware-based FIPS 140-2 level 3 

certified Enterprise Key Manager 

Pre-Launch Authentication 

Secured VMs 

 

On-Premise EKM 

 



       Visibility & Proof of Data Governance 

 

 
 Unified management - at-a-glance dashboard view and 

central audit point 

 On-premise key management audit for encryption keys 



Role-Based Separation of Duties 

19 © SafeNet Confidential and Proprietary 



ProtectV Manager – VM Management Tab 



ProtectV Manager – Instance Tab - Boot 



Virtual Machine and Storage Protection—SafeNet ProtectV 
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• Data isolation in multi-tenant 
environments 
• Separation of Duties  
• Pre-Launch Authentication  

• Large scale deployments 
• Centralized management dashboard—
single audit point for real time 
monitoring and auditing 

• On-premise, hardware-based,  
high assurance root of trust (FIPS 140-2 L3) 

• Unified keys across data centers, 
private and public clouds 

ProtectV Client 

ProtectV Manager 

KeySecure 

Why SafeNet ProtectV? 
  
• Physical and Logical Data Encryption – 
Your data and your snapshots are fully 
encrypted from co-mingling, cross-wiring 
and super user privileges; your cloud 
provider can only turn over cipher text if 
called upon by any jurisdictional 
authority 
 
• Ownership and Control of Keys – You 
have complete control of your keys and 
ownership over their lifecycle, even when 
you choose to host clear text in the cloud 
 

•Data Isolation – Run your systems as if it 
was your own private data center, even in 
co-mingled or multi-tenant environments 
 
• Compliance with Lawful Orders – 
Isolate data and create separation of 
duties for role-based, granular access 
control 

With SafeNet ProtectV, customers can protect regulated 
data on VMs and storage volumes on both private and 
public clouds 

FIPS 140-2 L3 validation in process 
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