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We protect the most 

money that moves in the 

world, $1 trillion daily 

We protect the most digital 

identities in the world 

We protect the most 

classified information in 

the world 

We are a Magic 

Quadrant Leader for 

Authentication 

REVENUE 

~$330m 

GLOBAL FOOTPRINT 

+25,000 customers in 100 countries 

ACCREDITED 

Products certified to the highest  

security standard 

130+ FIPS Certificates  

EMPLOYEES 

+1,400 

550+ Crypto Engineers 
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Data Protection Global Customers 
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DataProtection Global Customers 

You manage the world’s most sensitive, high-value 

data. Our mission is to protect it.  
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Secure the Breach 
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Breaches per year 

Breach Prevention 

 „There is nothing wrong with network perimeter security 

technologies – they do what they were designed to do for the glory-

seeking vandal era.  

 The problem is, many enterprises today rely on them as the 

foundation of their data security strategy: breach prevention.“ 

 Tsion Gonen, SafeNet Chief Strategy Officer 

 

Last 3 years = 5,8% growth of IT budget spent on security;  

          ~14% of total IT budget; 
Forrester Research 

2012 was worst year in history of data breaches 
Open Security Foundation 

Breaches per year 

Expectance based on the budget. 
But it is not the reality... 
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 The very foundation of data security is evolving.  
 

 It’s no longer about “keeping the bad guys out and letting the good 

guys in” through breach prevention.  
 

 More and more organizations are accepting the fact that despite 

their best efforts security breaches are unavoidable. 

Breach Prevention to Breach Acceptance 
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Secure the Breach 

 

 Devise strategies for moving your security controls 

closer to the data, so data remains secure even when 

your adversaries are inside the network perimeter.  

 
1. Focus on the data itself. Identify, encrypt and controll most 

sensitive and high-value data assets. 

2. Understand where data lives (creation, storage) and apply encrypted  

Protection – so you ensure data is protected through its lifecycle and  

in all environments. 

The end result is a Secure Breach environment where perimeter breaches 

 have no actual impact on the encrypted data itself.  
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Secure the Breach 

 
 3 steps to for enabling enterprise-scale Secure Breach 

environment: 
 

 1. Build a crypto foundation providing a trust anchor for 

the implementation of encryption enterprise-wide.  

   

 2. Implement enterprise key management to create and 

enforce policies during the life of a key and enable 

availability. 

   

 3. Create Encryption enforcement points that leverage 

the enterprise key management and crypto foundation 
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Secure the Breach 

 
 1. Build a crypto foundation providing a trust anchor for 

the implementation of encryption enterprise-wide.  

Luna SA Luna SP Luna PCI Luna G5 

PS Internal Express ProtectServer 
External 

Luna EFT DataSecure 
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Secure the Breach 

 
 2. Implement enterprise key management to create and 

enforce policies during the life of a key and enable 

availability. 
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Secure the Breach 

 
 3. Create Encryption enforcement points that leverage 

the enterprise key management and crypto foundation, 

including native encryption functionality in applications 

as well as third-party encryption solutions.  

Sample encryption enforcement points: applications, databases, files, 

storage, backup, servers, virtual machines, and communication methods, in 

locations ranging from traditional infrastructure to public clouds. 

Storage – BigData 

File Shares 

Databases 

Tokenization 

Applications 

Virtual or Cloud environments 
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Virtual Instances 

Virtual Storage 

Protect V Manager 
Virtual Appliance 

Data Secure 
 Appliance 

Applications 

Databases Mainframes 

File Servers 

**##** 

Tokenization 

Cryptography 

as an IT Service 
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Storage Secure 
 Appliance 

File Shares 

Network 

Storage 

Tape 

Backups 

Management 

Center 

L2  High Speed 

Encryptors 

Nat. IDs AMI 

Metering E-Signatures 

E-Passports 

Certificate Infrastructures 

Authentication 

Manager 
(On-Premise or Cloud) 

HSM 
 Appliance 

3rd Party 

Technologies 
 KMIP 

Protect Cloud 

&Virtual Infrastructure 

Protect 

Data Centers 

Protect Storage 

Protect 

Data Transfer 

Protect 

Identities 

Protect 

Infrastructure 


